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EDITORIAL

BY JOE MITCHKO

nyone who has recently been on the

job hunting circuit, looking for a posi-

tion as a developer, knows that
employers are getting rather picky. With the over-
supply of IT professionals, recruiters are not just
looking for good people, they are looking for
good people with an exact skill set to match their
requirements. As such, the chances of getting the
position you desire is not as guaranteed as it was
back in the boom times four years ago. Besides
having good looks and luck, one of the ways that
you can get around this dilemma is to maintain a
diverse set of skills on your résumé and hope
that some combination will get you the job.

One of the traditional “must-have” items on
your résumé used to be working knowledge of
relational database systems (and associated APIs)
or application servers. Job requisitions would be
combinations of Java/Oracle, WebLogic
Server/J2EE/Sybase, etc. The trend now, especial-
ly in the new millennium where the Internet can
sometimes appear as a vast wasteland swarming
with viruses, worms, and other types of low life, is
that security issues have taken center stage —
both in and out of cyberspace.

For example, a leading IT consulting company
has recently upgraded their methodology to
include security-related issues and design. What
makes this particularly interesting is that this
methodology addresses security-related issues
during all phases of the project life cycle, start-
ing with the envisioning phase and on through
to the operational services phase. In another
case, the Microsoft Solutions Framework
includes security in a number of different phas-
es in their process model, starting early in the
planning phase. As is evident in these examples,
security issues are no longer an afterthought
and need to be addressed throughout applica-
tion and system development, and rightly so.

AUTHOR BIO...

Now, what this means for the average Joe
Developer is this: you should start thinking
more about further developing your knowledge
and skills related to IT security and make sure
your résumeé reflects whatever experience you
do have. To start, you will need some working
knowledge regarding basic security concepts,
including encryption, authentication, and
authorization. That is just the basics! When you
move into the Web services space, there are
other security-related specifications that you
should be aware of, including WS-Security and
SAML. Therefore, if you haven’t paid much
attention to your security-related skill sets, or if
you think that it’s only for the security specialist
or guruy, it’s time to think again.

To help you begin to sort through all this stuff,
this month we will focus on some of the security
issues and solutions that you may come across
as a WebLogic developer. You will also get up to
speed on the new Enterprise Security Initiative,
announced by BEA, which will introduce a num-
ber of security management services to the BEA
WebLogic Server platform, including single sign-
on and other advanced security features.

Finally, if you just happen to be in San
Francisco during the May 24-27 time frame,
come and visit the Ninth Annual BEA eWorld
Technology Conference at the Moscone West
Convention Center in town. The conference
promises to provide you with the latest on what
is happening at BEA, and will be jam-packed
with new and exciting hands-on sessions and a
variety of keynote speakers. You will also find an
exhibit floor full of BEA partners and vendors
with plenty of giveaways to help fill up your
“techy” bag. For more information and to sign
up for the event, check the BEA Web site at
www.bea.com. I look forward to meeting all of
you there! &

Joe Mitchko is the editor-in-chief of WebLogic Developer's Journal and a senior technical specialist for a leading consulting

services company.

CONTACT: joe@sys-con.com
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EA Weblogic Enterprise Security 4.1 offers a
new, integrated approach to addressing the
distributed application security problem found

with enterprise applications.

With this new distributed, infrastructure-based
approach, application security becomes a func-
tion of the application infrastructure and is sepa-
rate from the application itself. Any distributed
application deployed using BEA WebLogic
Enterprise Security can be secured either through
the security features included out of the box, or
by plugging in other specialized security solu-
tions from major security vendors that the cus-
tomer’s enterprise standardizes on.

This article defines the major requirements for
a distributed application security solution, and
explains how WebLogic Enterprise Security 4.1
delivers them to your application.

H TO

Introduction

The introduction of Web-based applications,
component-based architectures such as J2EE,
and now service-based architectures, has
brought about a change in how applications are
created. Where once an application would be
constructed as a single entity containing both
business logic and a set of embedded security
mechanisms, applications are now constructed
by integrating a number of applications that pro-
vide services to other components in a distrib-
uted environment.

But as these highly distributed applications
proliferate, the ability to secure these applica-
tions from malicious use from outsiders as well
as control the actions of insiders continues to
present a critical challenge. A notable effect of
this style of application construction is that the
number of potential entry points into the appli-
cation that could be leveraged for malicious
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activities increases significantly. With the various components of
the application distributed throughout the enterprise and even
perhaps across enterprise boundaries, the traditional approach of
securing an application at only its perimeter is no longer effective.
Security enforced only at the perimeter leaves gaps that can be
easily exploited by malicious insiders and results in individual silos
of security enforcement at almost every component of the applica-
tion.

Taming this challenge requires a solution that flexibly stitches
the existing application fabric to the existing security foundation,
while enabling the efficient administration of policies that govern
access to business functions. Application security is not static.
Administrators need the power to respond to evolving computing
technologies and ever-changing threat environments. They must
be able to determine the security posture of every single compo-
nent executing business functions for which they are responsible.
They must be able to update this posture by altering the use of var-
ious security technologies or changing the policies governing
access to resources. Only by addressing the needs for comprehen-
sive security integration, encapsulated policy enforcement, and
responsive administration can an application security solution
meet both goals.

Reducing the onerous burden requires two separate innovations:
service-based security and unified distributed administration. A
service-based security layer offers a universal security abstraction
for application containers on one side and pluggable provider
interfaces for security solutions on the other side. Of course, such
flexibility could create its own set of problems surrounding the
configuration of service bindings and maintenance of consistent
polices. Avoiding this issue with unified administration requires a
robust paradigm for synchronizing, propagating, and analyzing
administrative directives.

BEA WebLogic Enterprise Security is the first solution to deliver
these two innovations in a single, comprehensive package. It does-
n't require enterprises to replace existing application containers or
existing security solutions. What it does is allow enterprises to
weave these existing components into a seamless whole that is
easy to manage, maintain, and extend. For the first time, an infor-
mation technology organization can have complete visibility into
and control over every aspect of security for every business func-
tion supported by its applications.

Designed as a security infrastructure for providing security ser-
vices in a consistent and uniform approach to application contain-
ers throughout an enterprise, WebLogic Enterprise Security lever-
ages many of the lessons learned from successful distributed sys-
tems while focusing on the reliability, availability, scalability, and
performance. In addition, WebLogic Enterprise Security is well
suited for environments where an application server decision has
not been made. Unlike a number of other products, it does not
require customers to utilize any of the components of the BEA
WebLogic Platform suite and can be used in environments where
these components don't exist (see Figure 1).

One major difference between BEA WebLogic Enterprise
Security and other security solutions is the use of a distributed
infrastructure that allows for decision points to be colocated with
the resources that are being protected. Instead of a central security
server where policy decisions are determined, WebLogic Enterprise
Security uses a patented approach for distributing configuration
and policy information to the decision points that are colocated
with the resources that are to be protected. Doing this avoids the
performance degradation associated with the latency of network

calls to a central decision point, and provides better reliability and
availability since there is no runtime dependency on an external
process that must be operational and responsive.

At the heart of the WebLogic Enterprise Security infrastructure is
a sophisticated security framework known as the “BEA Security
Framework”, the same one found in BEA WebLogic Server. This
allows security services developed for use with WebLogic Server to
be utilized by WebLogic Enterprise Security throughout the enter-
prise. In addition, the use of a common security infrastructure pro-
vides customers with a single, unified approach to application
security whether or not they use the BEA WebLogic Platform suite.

Service-Oriented Security

The WebLogic Enterprise Security approach is to simplify the
integration of application containers with security solutions. An
application container is the runtime infrastructure that supports
the execution of components. Web servers may act as containers
for CGI, JSP, or ASP components. Application servers may act as
containers for J2EE and .NET components. Packaged applications
act as the containers for the business functions they provide.
Stand-alone programs in languages such as Java or C must act as
their own containers. Web services may run on top of frameworks,
in which case the framework is the container, or as stand alone
components, in which case they are like other stand-alone pro-
grams. Application components already delegate security func-
tions to the container and WebLogic Enterprise Security takes this
process one step further by having the container delegate security
functions to it.

In principle, every instance of a particular type of container can

FIGURE 1
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use the same integration interface, saving a great deal of time and
effort. In practice, the situation is actually even better because the
model for this interface can be the same across all container types.
There are three primary kinds of information any type of security
function might need from a container: the security context of the
request, such as the username and password or any embedded
security tokens; the identity of the resource that is the target of the
request, such as the “change address” method of the “Customer”
object in the “Accounts Receivable” application; and optionally the
context of the request, such as the request parameters that repre-
sent the particular address and the particular customer. These
three categories of information are the same for all possible con-
tainers and all possible security functions. It's simply a matter of
encoding them according to the conventions of each type of con-
tainer and dispatching the appropriate pieces of data to each secu-
rity function in the correct order.

Figure 2 illustrates this approach. When a container receives a
request on a protected resource, it makes a call to the universal
security abstraction. This abstraction then invokes all the neces-
sary individual security services, shielding the container and the
component from the details. The container receives a decision
indicating whether it should deny or fulfill the request.

The goal of BEA WebLogic Enterprise Security is to make inte-
gration with applications as easy as possible. In cases where appli-
cations already execute in a container-like abstraction, it may be

FIGURE 3
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possible to provide shrink-wrapped integration. Containers that
provide open mechanisms for extending the container where secu-
rity decisions can be interposed in the normal flow of handling a
business request, such as a Web server’s plug-in mechanism, can
be used to integrate with WebLogic Enterprise Security. In its initial
release, WebLogic Enterprise Security provides packaged integra-
tion for a number of containers, including BEA WebLogic Server
and the Netscape/Sun ONE Web Server.

In the case of stand-alone applications, each application must
individually call the WebLogic Enterprise Security API. For existing
applications, there are a variety of straightforward techniques
developers can use to add this delegation. Depending on the inter-
nal architecture, such techniques include using interceptors,
changing the dispatch function, or creating proxy objects. For new
applications, developers can create a mini-container abstraction
that intercepts requests, calls WebLogic Enterprise Security and
acts on the results. While these techniques all require some addi-
tional programming, this effort will be repaid many times over by
eliminating the burden of maintaining all the embedded security
code.

Service Provider Integration

After BEA WebLogic Enterprise Security receives a request from
an application container, it manages security processing through a
sophisticated internal framework. This security framework is the
same framework used in BEA WebLogic Server. The first important
point to note about this framework is that every step must pass
through an auditing phase that generates a comprehensive set of
events for the execution of that step. By filtering and capturing
these events, an auditing provider can create as fine grained a log
as necessary to comply with enterprise policies. The second
important point to note is that security processing is a pipeline.
Security functions follow a natural order, with downstream steps
requiring the results from upstream steps. The requester’s identity
must be established before deciding whether to grant that identity
access to a resource. Determining what roles an identity currently
fulfills must occur before evaluating whether one of those roles
authorizes it to perform a particular action on a resource. Within
the logical processing order, this processing is very flexible. If a
whole new category of security function emerges, WebLogic
Enterprise Security can transparently enable it for all application
containers by inserting it into its proper place in the pipeline.

For each step defined in the pipeline, WebLogic Enterprise
Security invokes the service provider designated to handle that
step. As shown in Figure 3, each security service has a correspon-
ding Service Provider Interface (SPI) that defines the functions that
security providers providing the service must support. To plug into
WebLogic Enterprise Security, a security solution simply has to
offer implementations of the SPI for services it knows how to pro-
vide. In many cases, these interfaces will consist simply of a wrap-
per around existing client libraries provided by the solution ven-
dor. By taking advantage of WebLogic Enterprise Security’s univer-
sal security abstraction, enterprises can transparently and effi-
ciently switch to alternative services providers, upgrade to new
versions of existing providers, or even implement their own cus-
tom providers to handle special cases.

Out of the box, WebLogic Enterprise Security includes security
service providers for a security service that simply use the frame-
work SPIs. Other implementations of a security service can be cre-
ated and integrated to the facilities of the underlying framework
through the same SPIs. These clean SPIs make it possible to plug

PAGE 8 WebLogicDevelopersiournal.com
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Service Control Modules

and unplug different security providers as the security ecology
evolves, benefiting everyone involved. Although BEA can individu-
ally upgrade the providers included with WebLogic Enterprise
Security, security vendors can easily make their services available
to all supported containers by coding their products to the appro-
priate SPIs. Moreover, enterprises can quickly implement cus-
tomized security processing where necessary.

Security Service Modules

The pieces of WebLogic Enterprise Security that provide a univer-
sal security abstraction are called Security Service Modules (SSMs).
An SSM instance includes the interface to the container, the security
framework, and all the service providers configured for that instance.
Each SSM instance supports a container instance (see Figure 4).

Every SSM requires configuration of its service providers and
their corresponding policy information. An initial configuration
occurs upon installation and enrollment of the SSM with the
administration server, but updates then occur as service providers
change and policies evolve. With perhaps a hundred different serv-
er machines involved in the execution of some applications, each
with multiple instances of containers, the need for a sophisticated
approach to administration is pretty clear.

Service Control Modules

The first point of sophistication is the aggregation of administra-
tive operations across multiple instances on the same machine. In
most enterprise architectures, it is quite common to run multiple
instances of a Web or an application server on the same machine.
In some cases, particularly powerful servers may run instances of
different types of containers on the same machine. Obviously, if
every instance communicated directly with the administrative sys-
tem there would be a lot of duplicative resource consumption on
that machine. Moreover, many types of containers allow adminis-
trators to dynamically create and destroy instances so WebLogic
Enterprise Security needs a means to control the creation and
destruction of corresponding SSM instances. Therefore, every
machine on which SSMs may run has a Service Control Module
(SCM) as shown in Figure 5.

Administration Server
BEA WebLogic Enterprise Security maintains named configura-

tions in the administration server. In addition to the service
providers assigned to the configuration, it maintains a hierarchy of
all protected resources managed by that configuration. This hierar-
chy can include levels for groups of applications, applications,
components, objects, and methods so policies can apply to any
level of this tree. Resources inherit policies from their ancestors in
this tree, though administrators can override this inheritance. All
of this configuration, resource, and policy information resides in
the policy store, which can be an Oracle or Sybase database.

This policy store also maintains information about administrative
roles and privileges. WebLogic Enterprise Security has an adminis-
trative resource tree that it protects just like application resources.
The tree has four main branches: (1) operations on users and
groups; (2) operations on policies for role assignment and authori-
zation; (3) operations on protected resource definitions; and (4)
operations on service provider configurations. Each of these
branches is further divided. Branch 1 has subdivisions correspon-
ding to the user and group hierarchy. Branches 2 and 3 have subdi-
visions corresponding to the resource tree. Branch 4 has subdivi-
sions corresponding to the configuration tree. An individual
administrator may be assigned create, read, update, or delete privi-
leges for any set of branches of this resource hierarchy. In addition
to this flexibility in compartmentalization, WebLogic Enterprise
Security offers other features for administration.

BEA WebLogic Enterprise Security doesn’t impose a rigid securi-
ty model on enterprises that hinders the integration of application
components with security services and forces the costly
workaround of mixing security code with business logic. Instead, it
delivers an open framework, common throughout BEA’s applica-
tion platform suite, so that components running on existing appli-
cation platforms can seamlessly cooperate with the existing securi-
ty ecology. This framework eliminates dependencies between
application components and security services — new application
components can seamlessly utilize existing security services and
new security services can seamlessly support existing application
components. This capability reduces the life-cycle cost of securing
existing application components with existing security services.

By embracing the principles of distributed computing, WebLogic
Enterprise Security preserves flexibility without sacrificing control. Its
innovative administrative model enables enterprises to have com-
plete visibility into and control over the security configuration of
every application component as well as the specific policies used to
control access to business functions. They can administer security
from a single location, propagating both configuration and policy
changes throughout the distributed application fabric. This capabili-
ty enables better assessment and mitigation of security risks.

In addition to supporting existing security services, WebLogic
Enterprise Security offers groundbreaking role mapping and
authorization services that make it easy to untangle security code
from business logic. Because they offer an unprecedented level of
flexibility in evaluating the context of a request, enterprises don’'t
have to mix security code with business logic to achieve policy
enforcement. This capability decreases the cost of maintaining
applications and enables more responsive risk management. It is
representative of BEA WebLogic Enterprise Security’s overriding
goal - to increase IT efficiency and improve system security while
supporting business objectives by embracing business procedures
rather than constraining them. &
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WEBLOGIC INTEGRATION TAKES
ADVANTAGE OF A GROWING

he data exchanged in business-to-business
(B2B) messages is often sensitive and requires
protection. Secure Socket Layer (SSL) provides
protection at the transport level through the confiden-

tiality of data exchanged between two endpoints.

However, such business messages may travel
through multiple endpoints. This makes the mes-
sage authenticity (who sent it?) and integrity (is it
changed on its way?) necessary. Also, it is impor-
tant to have these facts recorded for non-repudi-
ation purposes.

BEA WebLogic Integration http://edocs.bea.
com/wli/docs8/1 supports electronic business
protocol using eXtensible Markup Language
(ebXML) for B2B transactions. The ebXML proto-
col recommends using XML Digital Signature
(XMLDSig) to provide message authenticity and
integrity. This article provides an introduction to
XMLDSig and describes how to use it with ebXML
in WebLogic Integration 8.1.

TECHNOLOGY

s

o A

The Need for Signature in
B2B Transactions

Businesses prefer to use the Internet to
exchange business documents, as it is a cheap
and effective medium compared to expensive,
proprietary, and closed networks. The usage of
an unreliable and insecure medium such as the
Internet brings forth requirements for security
of business transactions. Transport-level secu-
rity that provides encryption, integrity, and
authentication at the session level between the
endpoints is not enough when messages travel
through various intermediate servers. In such
cases, confidentiality, authenticity, and integri-
ty need to be provided at the message level. An
interoperable and globally accepted message-
signing technology is needed to answer ques-
tions, such as who sent the message, was the
message modified in transit, and can the
sender deny sending it, or the recipient deny
receiving it?

The rest of this section provides an introduc-
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tion to signature. It describes what is legally meant by signature,
what a digital signature is, the processes of generating and verify-
ing a signature, and, at the end, the introduction of XMLDSig in
the context of ebXML.

The subsequent sections describe the anatomy of XMLDSig
including requirements from ebXML, as well as the processes of
signing and verifying an ebXML message, and provide information
on support and configuration of XMLDSig in WebLogic
Integration.

Signature
According to the American Bar Association, a signature is not part of
the substance of a transaction, but rather of its representation or form.

A signature serves the following purposes:

* Evidence: A signature authenticates a writing by identifying the
signer with the signed document.

e Ceremony: The act of signing a document calls to the signer’s
attention the legal significance of the signer’s act, and thereby
helps prevent inconsiderate engagements.

e Approval: In certain contexts defined by law or custom, a signa-
ture expresses the signer’s approval or authorization of the writ-
ing, or the signer’s intention that it has legal effect.

o Efficiency and logistics: A signature on a written document
often imparts a sense of clarity and finality to the transaction
and may lessen the subsequent need to inquire beyond the face
of a document.

Digital Signature

Digital signature is a value generated from the application of a
private key to a message via a cryptographic algorithm such that it
has the properties of integrity, message authentication, and signer
authentication, where

o Integrity: The data has not been changed, destroyed, or lost in
an unauthorized or accidental manner.

e Message authentication: A signature identifies what is signed,
making it impracticable to falsify or alter either the signed mat-
ter or the signature without detection.

* Signer authentication: A signature indicates who signed a mes-
sage. It should be difficult for another person to produce with-
out authorization.

GENERATING A DIGITAL SIGNATURE
Figure 1 describes the digital signature generation process per-

formed by the signer.

1. A hash function is applied to the data to be signed to generate a
digest.

2. The private key of the signer is applied to the digest of the data
to be signed using a cryptographic signing function to produce
a digital signature.

INFTEGRA

transformed into the received signature are the same.
3. Lastly, the signer’s public key is verified.

XML Digital Signature for ebXML Messages

ebXML is a modular suite of specifications that enables enter-
prises of any size, in any geographical location, to conduct busi-
ness over the Internet. The ebXML Messaging Service (ebXML-
MS) specification defines a communication protocol-neutral
method for exchanging business messages electronically between
trading partners under some business transaction. It defines spe-
cific enveloping constructs that support reliable and secure deliv-
ery of business information including attachments. It also defines
a set of namespace-qualified SOAP Header and Body element
extensions within the SOAP Envelope as shown in Figure 3. An
ebXML message is packaged within a MIME multipart to allow
attachments to be included as per the SOAP Messages with
Attachment specification.

Why Use XML Digital Signature with ebXML?

XML has become a lingua franca for business transactions con-
ducted over the Internet as it is text based, Internet friendly, and
provides a semistructured data format. Also, when a document is
exchanged between several participants who may process only a
portion of the document, which often is the case in business
processes, a technology is needed to selectively sign only a portion
of a document. The W3C/IETF joint XML Signature (XMLDSig) is
the technology that leverages the power of XML and provides
selective signing of documents. Therefore, the ebXML-MS specifi-
cation mandates XMLDSig as the technology to use to sign the
ebXML messages.

Anatomy of an XML Signature in the ebXML
SOAP Envelope

Figure 4 shows the anatomy of an XMLDSig and the subsequent
paragraph provides a brief description of each element, including
values recommended by the ebXML-MS for certain elements, as
well as the relationship between these elements.

The SOAP Header of an ebXML message may contain zero or
more Signature elements. The first such element must be signed by
the From party of the ebXML message.

Each Signature element contains one SignedInfo element, which
consists of the information signed.

The CanonicalizationMethod is the algorithm that is used to
canonicalize the SignedInfo element before it is digested as part of
the signature operation. For ebXML-MS, www.w3.org/TR/2001/
REC-xml-c14n-20010315 (c14n) is the recommended algorithm.

The SignatureMethod is the algorithm that is used to convert the

FIGURE 1

3. The data and digital signature are sent to a recipient in some
associative form such as an envelope.
VERIFYING A DIGITAL SIGNATURE Data —+ Digest of —> Digial
- . L Data Function Signature
After receiving the data and associated digital signature, the
recipient performs the process described in Figure 2 to verify the T
signature.
1. The same hash function that was used while signing the mes- Signer's
sage is applied to the received data to compute a digest. PrivateKey
2. The verifying function is applied using the signer’s public key to —
find out if the signature was signed using the signer’s private
key and to verify if the computed digest and the digest that was Generating a digital signature
MARCH 2004 13
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2. XPath (www.w3.0rg/TR/1999/REC-xpath-19991116): With
expression to exclude signing elements with attributes such as
actor that could change as the message passes through inter-
mediaries. It is

not (ancestor-or-self: :node () [@SOAP-ENV:actor="'urn:oasis:names:tc:ebxml-
msg:actor:nextMSH'] | ancestor-or-self::node () [@SOAP-

ENV:actor='http://schemas.xmlsoap.org/soap/actor/next'])

3. Canonicalization of the SOAP Envelope using www.w3.org/
TR/2001/REC-xml-c14n-20010315

DigestMethod is the algorithm applied to the data after the
Transforms are applied to yield the DigestValue. The signing of the
DigestValue is what binds a data object’s content to the signer's
key. www.w3.0rg/2000/09/xmldsig#shal is the mandatory digest
algorithm for ebXML.

KeyInfo indicates the key to be used to validate the signature.
Possible forms for identification include certificates, key names,
and key agreement algorithms and information.

Object is the element where arbitrary data may be placed. An
Object element is merely one type of digital data that can be
signed via a Reference.

The Process

This section describes the processes of generating a signature
for an ebXML message to be sent, and validating the signature
when that message is received.

Let’s say that the company ABC, Inc., buys laptops from compa-
ny XYZ, Inc. These companies exchange business messages using
ebXML-MS v2.0. Quote is a signed business document sent by XYZ
(From party) in response to the QuoteRequest message received
from ABC (7o party) as shown in Figure 5.

XYZ uses the following attributes to sign the Quote message.

e Signature algorithm: www.w3.0rg/2000/09/XMLDSig#rsa-shal

e Digest algorithm: www.w3.0rg/2000/09/XMLDSig#shal

e Canonicalization algorithm: www.w3.org/TR/2001/REC-xml-
¢14n-20010315

ebXML message structure

canonicalized SignedInfo into the SignatureValue. It is a combina-
tion of a digest algorithm, a key dependent algorithm, and possibly
other algorithms such as padding. The ebXML-MS recommends
www.w3.0rg/2000/09/XMILDSig#dsa-shal.

The signature can contain references to one or more data (pay-
load) objects in the ebXML message. Each Reference element
includes the digest method and the digest value calculated over a
data object. The optional URI attribute of the Reference identifies
the data object to be signed. A URI with the value “” identifies the
node-set (without comment nodes) of the XML resource contain-
ing the signature while the value of the MIME content-id identifies
a payload part of the ebXML message.

Transforms in Reference is an optional ordered list of processing
steps that are applied to the data object’s content before it is
digested. Transforms can include operations such as canonicaliza-
tion, encoding/decoding (including compression/inflation), XSLT,
XPath, XML Schema validation, etc. The three transforms required
for signing ebXML messages are:

1. Enveloped Signature (www.w3.0rg/2000/09/XMLDSig#en
veloped-signature): Signature is over the SOAP Envelope that
contains the signature(s) as an element.

* X509 certificate of the signer party, XYZ, is encoded with the
signature as X509Data of KeyInfo.

Signing of a Message

This section, with the help of Figure 6, describes the steps of the
signature generation and packaging process. The steps are divided
into three main parts: reference generation, signature generation,
and packaging.
1. Reference Generation for each data object to be signed:

a. Apply the three Transform(s) recommended by ebXML-MS.

b. Calculate the DigestValue for the transformed object using
the SHA1 algorithm.

c. Create the Reference element including the URI for the
referred object (“” for the SOAP Header containing the
Signature or the value of the Content-id for the payload part
with the Quote document), DigestValue, and Digest
Method used.

2. Signature Generation:

a. Create SignedInfo with SignatureMethod,
CanonicalizationMethod, and Reference(s).

b. Canonicalize the SignedInfo using the algorithm c14n.

c. Calculate SignatureValue for SignedInfo using the RSA-SHA1
algorithm and the private key of the Signer, XYZ.
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Quote scenario

d. Create the Signature element and include SignedInfo,
SignatureValue and KeyInfo with the X509 certificate
chain of XYZ.

3. Packaging:

a. Package Signature as a SOAP Header.

b. Package ebXML multipart message with a SOAP Envelope

and a payload part containing the Quote document as MIME

parts.

Listing 1 (the code for this article is online at www.sys-
con.com/weblogic/sourcec.cfm) shows an example of a signed
ebXML message.

Validation of a Signed Message

This section describes the signature validation process. The
process consists of four main parts: unpacking the signature from
message, signature validation, reference validation, and signer ver-
ification as shown in figure 7.

1. Unpack Signature
a. Obtain the Signature from the SOAP Envelope Header
b. Extract the KeyInfo, SignedInfo and SignatureValue from the
Signature
c. Canonicalize SignedInfo using the c14n algorithm.

2. Signature Validation
a. Extract XYZ'’s public key from the KeyInfo
b. Apply XYZ'’s public key and SignatureMethod RSA-SHALI to
validate the SignatureValue of the SignedInfo

3. Reference Validation for each signed object
a. Get the data object to be digested. This should be obtained by
de-referencing the URI of the Reference and applying
Transform(s).
b. Calculate the digest of the data obtained above using SHA1
as the DigestMethod.
c. Compare this digest with the value in the DigestValue
received for this Reference.
4. Verifying the Signer
a. Validate XYZ'’s certificate; this may include time validity, host
name verification, key usage, basic constraint checks, etc.
b. Validate XYZ'’s certificate chain. Make sure none of the
certificates in the chain are revoked.
c. If ABC and XYZ had exchanged their certificates off-band,
make sure that the received certificate’s fingerprint matches
with the one stored in ABC’s database.

XMLDSig and ebXML in WebLogic Integration
BEA WebLogic Integration provides a J2EE and XML standard-
based integration platform to enterprises to integrate business
processes with various back-end systems and trading partners. The
Trading Partner Integration module of WebLogic Integration helps
enterprises automate and manage relationships with customers,
suppliers, distributors, and other trading partners by providing
support for business transactions conducted using ebXML and
other protocols.
The ebXML protocol in WebLogic Integration uses XMLDSig for
signing messages. This support consists of the following:
1. Signing of ebXML Message with attachment(s).
2. Signed acknowledgements for ebXML-MS 2.0
3. KeyInfo including X509Data with Signer’s certificate chain
4. Signature algorithms
a. www.w3.0rg/2000/09/xmldsig#rsa-shal
b. www.w3.0rg/2000/09/xmldsig#dsa-shal
. Digest algorithm: www.w3.0rg/2000/09/xmldsig#shal
6. Canonicalization algorithm: www.w3.org/TR/2001/REC-xml-
€14n-20010315
7. Transform algorithms:
a. www.w3.0rg/2000/09/xmldsig#enveloped-signature
b. www.w3.0org/TR/2001/REC-xml-c14n-20010315
c. www.w3.org/TR/1999/REC-xpath-19991116 (with default
XPath expression mandated by ebXML-MS)

[$2]

The following procedure configures a digital signature for trad-
ing partners XYZ and ABC in WebLogic Integration for the scenario
shown in Figure 5. For more information on the terminology used
and configuration, refer to “Introducing Trading Partner
Integration” and tutorials in BEA WebLogic Integration.

ASSUMPTIONS
* XYZ, Inc., uses WebLogic Integration. A WebLogic Integration
domain is already created with custom keystores.

“The data exchanged In
business-to-business (B2B)
messages is often sensitive

and requires protection”
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¢ Trading partners ABC and XYZ have obtained public key certifi-
cates from recognized Certificate Authorities. These certificates
have RSA public key and necessary key usage for signing mes-
sages.

¢ XYZ offers a quote service using QuoteService.jpd as a BEA
WebLogic Integration business process. This process receives
the QuoteRequest document and responds with the Quote doc-
ument. This process is already deployed in the WebLogic
Integration domain.

e ABC’s system is running and ready to send QuoteRequest to
XYZ. It has XYZ'’s public key certificate in its database.

Steps to Configure WeblLogic Integration:
1. Start WebLogic Integration server and log in to the WebLogic

Integration console.

2. Click Trading Partner Management->Profile Management.
3. Create a Partner Profile for XYZ.

a. Click Create New and fill all necessary information for XYZ.
Make it a LOCAL trading partner. Click Add Profile.

b. Click Add Binding, select ebXML 2.0 and click Create Binding.

c. Change the Endpoint information. Click Add Certificate
where Signature Certificate is required.

d. Choose Import certificate from file and click Next.

e. If the private key is password protected, you will have to
create a password alias using Add alias.

f. Provide the location of the private key and certificate for XYZ
and enable the Import Certificate In KeyStore checkbox. Click
Create Certificate. This private key and certificate is used to
send a signed Quote from XYZ to ABC.

g. Enable the Signature Required checkbox and click
Add Binding.

4. Create a Partner Profile for ABC.

a. Follow steps 3a-3d above for ABC, but specify ABC as a
REMOTE trading partner.

b. Provide the location of the file where the public key

FIGURE 6

"Message-level authenticity
and integrity are some of the
basic requirements for
B2B messages”

certificate of ABC is kept. Enable the Import Certificate In
KeyStore checkbox. Click Create Certificate. This is needed
to complete the signer verification process in case ABC sends
signed messages to XYZ.

c. Enable the Signature Required checkbox and click Add
Binding. This indicates that ABC is expecting signed
documents from XYZ.

5. Create a ServiceProfile between XYZ and ABC for service

QuoteService.jpd by following the steps from Trading Partner
Management->Service Management.

6. A third-party plug-in to perform certificate verification can be

configured in WebLogic Integration as described in Trading
Partner Integration Security.

7. To enable nonrepudiation, configure a Secure Audit Log

provider. Follow the steps described in “Trading Partner
Management” for more information.

Conclusion

Message-level authenticity and integrity are some of the basic

requirements for B2B messages that travel through various inter-
mediate servers within and outside of enterprises. XMLDSig is best
suited as the technology that achieves this for ebXML. WebLogic
Integration supports this basic functionality for its ebXML protocol
stack to help its customers take advantage of this technology.
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REPRODUCED WITH PERMISSION FROM BEA SYSTEMS.

EA WebLogic Workshop is fabulous at hiding
many of the complexities of a J2EE applica-
tion. This can be a problem when things
dont behave this way you might expect. Tools are
great, but sometimes do things “for us” that we really

don’t want.

Understanding what the tool is doing is key to
knowing when a problem might arise. In this arti-
cle I'll cover the details of how WebLogic
Integration handles transactions, referred to as
implicit transactions, within a BPM process.
Truth be told, you really shouldn’t need to know
or care about these transactions. There are, how-
ever, some cases where they become important.
Knowing how they work and where they exist is
key to understanding the implications of process
design.

The first and most obvious implication is per-
formance. Transactions
are inherently expen-
sive. If you have unnec-
essary implicit transac-
tions, it may be possi-
ble to modify the
process to reduce these

SACTIONS

and improve performance. However, the biggest
performance impact is transitioning from one
implicit transaction to two. This is due to how
WebLogic implements a given process. If a
process has only one implicit transaction, then
WebLogic Workshop can deploy this process as
a stateless session bean. If it has more than one,
it must use an entity bean. As you might guess,
an entity bean adds overhead to the process
and reduces performance.

I won't go into detail about the architectural
patterns associated with processes with a single
transaction versus a process with multiple trans-
actions. Suffice it to say that a single transaction
process is usually a worker or utility process. It
will take something in, do the work, and send it
somewhere else. Obviously we want these
processes to be fast, and we want to make sure
we do not accidentally introduce an extra implicit
transaction. Processes with multiple transactions
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are usually long running where performance is not a huge concern.

The second implication of implicit transactions is behavior.
Transaction boundaries are set for you, so it may not be obvious
that a failure in one node of the process may actually cause the
rollback of another node.

Consider the process segment shown in Figure 1. A developer
may add a logging node above a JMS send node to try to figure out
why the JMS is failing. Perhaps they are confused and believe that
if the JMS fails, it will also roll back the entry in the database
because they are in a single transaction.

Be aware that it is always possible to place an explicit transaction
into the process. These are not confusing because the developer
manually inserts them and they are clearly visible when the
process is displayed.

So how do we know where the implicit transaction boundaries
are located? The basic rule of thumb is: if the process stops and
waits, then it must start a new transaction. There are a couple of
exceptions to this that I will address later. This sounds easy but can
get tricky. Here’s a quick education.

I will use perform nodes as placeholders for discussion.

Consider the process segment shown in Figure 2. It is a very sim-
ple process that has a start node, perform, and end. It is easy to
identify that this has a single implicit transaction, and that this
process will be deployed as a session bean.

Consider the process segment shown in Figure 3. It adds a con-
trol receive into the process. As I said before, whenever the process
has to wait, it adds a new implicit transaction. There will be two
transactions then: one from the start node to the top of the Control
Receive (Tx 1) and one from the Control Receive to the end (Tx 2).

Note: A synchronous Control Send with Return does not add an
implicit transaction.

Consider the process segment shown in Figure 4. It includes a
parallel path. Whenever one is reached, a new transaction is start-
ed for each branch. Once the parallel paths come back together,
another transaction is started. In this instance, there are four
transactions. There are two points to be noted. If the parallel join
node is an OR rather than an AND, one of the transactions (Tx 2 or
Tx 3) will not execute. I'll cover this in more detail later. In the ini-
tial release of BEA WebLogic Integration 8.1 there was a problem
with the final transaction. A new transaction was not started after
the parallel join. Nodes after the join would be in the same trans-
action as the final parallel path executed. This has been fixed in
Service Pack 2.

Consider the process segment shown in Figure 5. It includes
an event choice. Much like a single Client or Control Receive, a
new implicit transaction is started. Then, whichever event
comes in first will be in the same transactions as the nodes
below the event choice. Unlike the parallel node, there is no
new transaction created when the paths visually come back
together.

Consider the process segment shown in Figure 6. It is the most
confusing case of transactions. The process never really stops, but
a second transaction is started after the Client Response. For brevi-
ty’s sake, I will not go into details here. Suffice it to say that in order
to implement this process, it must save its state, return data back
to the client (synchronous), and then restart the process at the
node following the return.

That’s it! It appears easy but can be tricky. Now I'll go through a
series of tests. For each figure, write down (or draw) where you
think the transaction boundaries exist. The answers are provided to
show you how well you did. The average for an “expert” is 80%.
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Note: These processes are for explaining implicit transactions
only. They do not demonstrate best practices for building
processes.

See if you can determine how many transactions each example
contains.

Good luck!

Question #1 (Figure 7)
This is a simple synchronous client request with return.

Question #2 (Figure 8)
This adds a perform node after the client return.

Question #3 (Figure 9)
This has a branch with three paths. Assume there are no transac-
tions before Node A or after node E.

Question #4 (Figure 10)
This is the same as Figure 9 except the join at the end of the par-
allel paths is an OR rather than an AND.

Question #5 (Figure 1)
This has two branches, but each branch has a client request
node added.

Question #6 (Figure 12)
This has the client request node removed from the second
branch path. Be careful, this one is tricky.

Question #7 (Figure 13)
This has a three-branch Decision node.

Question #8 (Figure 14)
This has a While Do loop.

Question #9 (Figure 15)
This has an Event Choice.

Question #10 (Figure 16)

This has a loop around a Client Receive. Assume the While Do
returns back to the top twice (Node B and Node C Path executes
three times).

Final Exam (Figure 17)
This one has a little bit of everything. If you answer this correctly,
you are on your way to understanding implicit transactions!

How did you do? It’s not as easy as it looks.

Be sure to watch out for transactional boundaries when you are
building your processes. If the behavior is not what you want,
then put in an explicit transaction. If you have a utility process
that is simply doing work, be sure not to introduce too many
transactions. BEA WebLogic Workshop and BEA WebLogic
Integration are powerful tools. Use them wisely and take advan-
tage of their strengths. &

Answer #1 (Figure 7)

There is one transaction. If a node were placed after the
return (before the finish), then a second transaction would be
created.
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Answer #2 (Figure 8)
There are two transactions. Node A is in Tx 1, Node B is in Tx 2.

Answer #3 (Figure 9)

There are five transactions. Each of the perform nodes is in
its own transaction. Note: This is only true because it is an
AND join at the end. If this was an OR, then only one of the
branches would be executed.

Answer #4 (Figure 10)

There are three transactions. Node A is in Tx 1, Node B (or C
or D) is in Tx 2, and Node E is in Tx 3. Since the parallel node is
an OR, it will not go down the other two paths, therefore, Node
C and Node D will not run. Nofte: It is indeterminate as to
which branch of a parallel branch is executed first. The
sequence may change between executions.

Answer #5 (Figure 1)

There are five transactions. Node A is in Tx 1. Node B is in Tx
2. Node D is in Tx 3. Assuming client request 1 comes in before
client request 2, Node C is in Tx 4; the parallel branch ends
because it is an OR and Node F is in Tx 5.

Answer #6 (Figure 12)

There could be three or four transactions. Assume the left
path is executed first. Node A is in Tx 1. Node B is in Tx 2.
Nodes D and E are in Tx 3. Node F is in Tx 4. What happens if
the right path is executed first? Node A is in Tx 1, Node D and
E are in Tx 2 and Node F is in Tx 3. Node B is not executed in
this case.

Answer #7 (Figure 13)

There is one transaction. I never mentioned decision nodes
in the previous discussion. Based on the decision, Node A;
Node E; and one of B, C, or D will all be in the same transac-
tion.

Answer #8 (Figure 14 )
There is one transaction. Looping constructs have no effect
on transactions.

Answer #9 (Figure 15)

There are two transactions. Node A is in Tx 1. Assume the
Client Receive is first. Nodes B and D are in Tx 2. If the Control
Receive is first, then Nodes C and D are in Tx 2.

Answer #10 (Figure 16)

There are four transactions. Nodes A and B are in Tx 1.
Nodes C and B are in Tx 2. Nodes C and B are in Tx 3. Nodes C
and D are in Tx 4. It is important to mention that nodes at the
bottom of the loop are in the same transaction as those in the
top of the loop in the next iteration. In this case, a rollback
may be confusing.

Answer Final Exam (Figure 17)

There are six transactions. Node A is in Tx 1. Assume the left
branch is first. It doesn’t matter. Node B is in Tx 2. Node C is in
Tx 3. Assume the far left Client Receive is first. Node D is in Tx
4. It waits because the join node on the Parallel path is an AND
(+). Assume either Client Request or onMessage is received
next. Node E is in Tx 5. Node F is in Tx 6.
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BEFORE YOU DEBUG

J

his article will provide some useful tips for
debugging your BEA Weblogic Server
applications when a system core file
occurs. It describes debugging tips, prob-
lem troubleshooting, and tools available to assist you

in this process.

A system core file is usually indicative of an
error in some native code. This could be from the
application code of a user (if you are using native
code [JNI] in your application), an error in the Java
Virtual Machine version you are using, or in BEA
WebLogic Server itself. There are a couple of places
where native code could have caused the system
core file to happen on your operating system. The
following ideas and suggestions will help narrow
the problem and stabilize the application until the
exact cause of the system core can be determined.

The Java Virtual Machine

The first place to look is at the JVM itself. The
JVM is a native program and can cause such errors.
When in doubt, you can try another certified JVM
and/or a later release to determine if a JVM bug is at
fault. Many JVM bugs involve the use of the JIT
compiler and disabling this feature will often
resolve this type of problem. This can be done by
supplying the “-Djava.compiler=none” option to
the Java command line. Most of the time the JVM
will produce a small log file that may contain useful
information as to which library the system core
may have come from; however, this is not true all of
the time. The file is produced in the directory where
BEA WebLogic Server was started and is of the form
“hs_err_pid<PID #>.log”, where “<PID #>" is the
process ID of the BEA WebLogic Server process. On
AIX this file would be “javacore<PID>.<ID
Number>.txt”, where “<PID #>” is the process ID of
the BEA WebLogic Server process and “<ID
Number>" is a number generated by the operating
system. You can go to http://java.sun.com and

search the Bug Database with the HotSpot “Error
ID” number or the method that was happening
when the error was reported.

Native Code

The next place to look is at any native libraries
that are accessed with JNI (native code) calls in your
application, if applicable. This can also cause a sys-
tem core file to be produced. If your application
uses such libraries, they should be carefully exam-
ined. It may be difficult to rule out these libraries, as
their functionality may not be easily removed from
the application. Extensive logging may be needed to
determine if a pattern of use can be correlated with
the system core dump/Dr. Watson error.

Another place is any Type 2 JDBC driver that makes
use of native DBMS libraries, which could also produce
this type of error. An option is to switch to a pure Java
(Type 4) JDBC driver in order to determine if that is the
cause. You can also check with the Type 2 JDBC driver
provider to see if there are any known issues or if there
is an updated version of the native libraries available.

A final place that could have caused this could be
in the BEA WebLogic Server performance pack. This is
also native code and when enabled could potentially
produce such an error. One option is to disable this
feature to determine if that is the cause. This can be
done by adding “-Dweblogic.NativelOEnabled=false”
to the command line to start your server. If you are on
an older service-pack version you can also check the
list of fixed change requests for your particular BEA
WebLogic Server version at http://edocs.bea.com.

System Core File

If after looking at the above items you cannot
determine the cause of the error, then we can
examine the system core file that was produced.
If a system core file is produced it will be in the
directory where BEA WebLogic Server was start-
ed. You will need to run an operating system-spe-
cific debugger on the resulting system core file to
get a stacktrace that may help in pointing to the
offending code.
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If you are in development and the system core consistently happens,
you can set the following flags to allow a thread dump to be taken of the
server right before a core happens. This will get the state of the threads
at that moment and may help narrow the problem to application code
or point to a bug. The option is “-XX:+ShowMessageBoxOnError” on the
Sun JVM (which is not officially documented on the Sun Web site).
When the JVM crashes, the program will prompt: “Do you want to
debug the problem?” You can then take a thread dump of the JVM. This
option will be available on the 8.1 SP2 version of the BEA JRockit JVM
when it becomes available. However, in that version the corresponding
option will be “-Djrockit.waitonerror”.

The best option is to run a debugger on the resulting system core
file to get a stacktrace of the native calls. The following information
was also given in my last article (WLDJ, Vol. 3, issue 2) but it is being
repeated here for consistency. This information may help point out
the offending code to you; or, if you are unsure, then contact BEA
Customer Support with this information so they can investigate the
stacktrace more thoroughly. If you are on a Windows platform, then
a “Dr. Watson” file may be produced. Please send this file to BEA
Customer Support when opening a case. Otherwise, check the fol-
lowing “Unix” operating system values to make sure that they have
already been properly set in order to generate a core file:

1. Check the “ulimit -¢” (configured size of the core file) at a sys-
tem and user level to make sure that it is set and that the value
is not set too low to produce a meaningful core file.

2. Check the available disk space for the user (for example, is there
a disk quota?).

3. Also check the following parameter, which on Solaris is usually
in /etc/system file and can be used to disable core files: set
sys:coredumpsize=0.

4. On Linux, the core dump is turned off by default on all systems.
In RedHat Advanced Server 2.1 it should be under “/etc/securi-
ty”. There should be a self-explanatory file called limits.conf;
within that file look for the word “core”. If it is set to “0”, then
coredump files are disabled.

5. On HPUX check the setting called “kernel parm maxdsiz”
(max_per_proc_data_size, which increases the User Process
Data Segment Size) from the old value of, say, 64M to something
higher like 134M.

Please get a stacktrace (or backtrace) from your debugger. Here
are the commands needed when using “dbx” or “gdb”, which will
work on most platforms:

a. dbx:

¢ $java -version: Need to use right version of JDK

e $Is /opt/bin/dbx: Need to know dbx location, or “which dbx”

e $export: DEBUG_PROG=/opt/bin/dbx (or wherever “dbx” is
located)

* $ <path to java command>/java corefile

Now you will be in the debugger. Execute the following com-
mands:
e (dbx) where: Shows a summary of the stack
(dbx) threads: Shows the state of the existing threads
e (dbx) quit

b. gdb
e java -version: Need to use right version of JDK
e Is fusr/local/bin/gdb: Need to know gdb location or “which gdb”

e export DEBUG_PROG-=/usr/local/bin/gdb: Or wherever “gdb” is
located)
e <path to java command>/java corefile

Now you will be in the debugger. Execute the following commands:
e (gdb) where: Shows a summary of the stack
e (gdb) thr: Switch among threads or show the current thread
e (gdb) info thr: Inquire about existing threads
e (gdb) thread apply 1 bt: Apply a command to a list of threads,
specifically the backtrace to thread #1)
e (gdb) quit

If you don't have access to a debugger you can check to see if you have
the “pstack” and “pmap” utilities on your operating system. If you do have
those utilities (on some operating systems you have to download these utili-
ties separately); you can run them on the system core file to gather informa-
tion for support. The syntax of the command would be something like this:

$ /usr/proc/bin/pstack core

$ /usr/proc/bin/pmap core

Further Information

You can also go to http://support.bea.com and find some pub-
lished solutions on core files. In the “Question” field type in “S-
16147” to display some additional information about using pstack
and pmap on Solaris.

Enabling/Disabling Dr. Watson

The drwtsn32.]log files are similar to system core files on Unix.
On Windows 2000, these files are found in the following directory:
C:\Documents and Settings\All Users\Documents\DrWatson. After
entering “drwtsn32 2” in a DOS command window and hitting
enter, the “Dr. Watson for Windows 2000” box appears. The
DrWatson log file overview option will display a screen that
explains the format of the drwtsn32.log files.

By default, Dr. Watson will be enabled when Windows NT is
installed. To disable Dr. Watson, the following Registry value must
be changed from 1 to 0 (zero): “\HKEY_LOCAL_MACHINE\SOFT-
WARE \Microsoft\Windows NT\CurrentVersion\AeDebug”. An
entry called “Auto” corresponds to how Dr. Watson will start up. To
enable Dr. Watson, change the “Auto” value from 0 (zero) to 1. This
will then launch whatever debugger, or application, is under the
Debugger registry value. For Dr. Watson, the Debugger value should
contain:

drwtsn32 -p %1d -e %1d -g

Links to On-Line Debugger Manuals

1. gdb: www.gnu.org/manual/gdb-5.1.1/gdb.html

2. dbx:
a. Sun: http://docs.sun.com/db/doc/805-49482q=DBX
b. IBM: http://publibl6.boulder.ibm.com/pseries/en US/
cmds/aixcmds2/dbx.htm

3. adb: HP: http://docs.hp.com/hpux/onlinedocs/B2355-
90680/00/00/8-con.html

If none of these hints help direct you towards a solution or an
identifier in your application, then you should contact BEA
Customer Support for further diagnosis. You can open a case with a
valid support contract by logging in at http://support.bea.com/

login.jsp. &
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For the past several years there has been wide-
spread agreement that the adoption of Web ser-
vices for production applications will be limited,
particularly for B2B transactions, until standard-
ized security mechanisms, designed specifically
for Web services, become available. While some
applications can be adequately protected using
the familiar SSL and TLS security protocols, their
limitations make them unsatisfactory for many
others.

For these reasons work began more than 18
months ago to standardize new security mecha-
nisms specifically designed for the Web services
environment. This article summarizes the work
so far, describes what user organizations can
expect in the near term, and discusses some of
the missing pieces that are yet to come.

In September of 2002 the Web Services Security
Technical Committee (WSS TC) was formed at
OASIS to standardize mechanisms for protecting
SOAP messages. The starting point for this work
was a document previously published by IBM,
Microsoft, RSA, and VeriSign entitled “WS-
Security.” The primary features of this specifica-
tion are methods to digitally sign and encrypt
portions of SOAP messages and methods to
include in the messages the keys and identities
associated with these signature and encryption
operations.

The Web Services Security (WSS) specifications
mostly define how existing XML security mecha-
nisms should be applied in a SOAP message envi-
ronment. For example, they reuse XML Digital
Signature and XML Encryption (both W3C
Recommendations). One of the key concepts in
WSS is a token. A token is a data structure that
associates an identity with a password or the key

used to digitally sign or encrypt data. WSS defines
a specific type of token, called a Username token,
which is used with password authentication. The
Username token includes the user’s name and
optionally a password (in the clear or hashed)
that can be authenticated by the receiver, as well
as other features to prevent replay.

While WSS had to invent a Username token
there are already standards for many other types
of tokens. WSS defines a Binary token, which is
just a wrapper for tokens that are not in XML for-
mat, such as X.509 Certificates and Kerberos
Tickets. Tokens such as SAML Assertions and
XrML Licenses, which are XML, are inserted as-is.
The ability to support many different token types
allows WSS to be used in a wide variety of envi-
ronments.

WSS also defines a Security Token Reference
that can be used in place of an actual token to
refer to a token that appears elsewhere in the
message or at some external location. There is
also a Timestamp element that allows the sender
to specify a date/time at which a message was
created or should expire.

It is important to understand both the features
and limitations of WSS. First, it deliberately does
not define a secure protocol the way Kerberos
and SSL/TLS do. It merely specifies a number of
mechanisms that may be combined in various
ways. The problem is that the security properties
of any message exchange depend on every aspect
of the messages. It is not uncommon for a small
change to have a quite unexpected effect.

The flexibility of the specification also creates
the possibility of lack of interoperability between
different vendors’ products. The initial testing has
been largely successful, but some incompatibili-
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ties have been discovered and corrected. The WS-I Basic Security
Profile (discussed later) will further strengthen interoperability by
reducing some of the options and clarifying some of the process-
ing rules.

WSS does not address the problem of the description of the
security mechanisms and capabilities used by a particular Web
service. There are no WSDL features defined. The intended solu-
tion to this issue is the use of Policy advertisement mechanisms. A
draft set of WS-Policy specifications has been published by BEA
Systems, IBM, Microsoft, and SAP; and includes security policy.
These specifications are being worked on intensively and will be
submitted to a standards organization later this year. However, at
the moment information about required signatures and tokens, for
example, must be exchanged by some unspecified method, such as
a phone call.

Another limitation to WSS is that most of the more complex Web
services scenarios are quite speculative today. Most authorities
agree that the use of Intermediaries is an important and powerful
feature of SOAP. However, there is little agreement on precisely
how these Intermediaries will behave and what their security
requirements will be. Until more complex scenarios have been
constructed and their security properties analyzed, this will remain
a murky area. This means there will be plenty of scope for both
interoperability problems and security weaknesses.

The OASIS TC made numerous changes to the original specifica-
tion, improving it overall. Some features were added and some
were cut. Language was tightened and clarified. The most notice-
able change was to split the specification into several documents.
A core specification describes the various mechanisms and a series
of Token Profiles describe each Token type. It was decided to focus
on the core specification and the Username and X.509 Profiles as
the first set of specifications to complete. In the summer of 2003, a
dozen or so vendors participated in interoperability testing of soft-
ware based on the then current specifications. In most cases this
was prototype code built on existing products. The testing identi-
fied some areas that needed clarification as well as some common
errors to be avoided.

In September 2003, the TC approved the three specifications as
OASIS Committee Drafts. As specified by the OASIS Process, this
was followed by a 30-day public review. The comments received
from this review, including an extensive set from the W3C XML
Protocol Working Group and the WS-I Basic Security Profile
Working Group, led to further changes in the specifications. Finally
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in January 2004 the modified specifications were re-approved as
Committee Drafts and submitted to the OASIS membership for
approval as an OASIS Standard. This process has not been com-
pleted at the time this is being written, but normally takes about 60
days.

Work has begun to complete the SAML Token Profile, the XrtML
Token Profile, and the Kerberos Token Profile. These will probably
be completed, in that order, during 2004. Several other specifica-
tions have been proposed, including a Minimal Profile, intended
for use in devices like PDAs and cell phones; a Receipt Profile; and
a Biometric Token profile. It is unclear whether any or all of these
will be approved by the TC.

In March of 2003 WS-I chartered a Basic Security Profile (BSP)
Working Group that was given two deliverables. The first was a set
of usage scenarios. The reason for this was that it was observed that
many existing Web services usage scenarios contained information
that was irrelevant to security considerations and at the same time
lacked critical details needed to select security mechanisms. The
intention is to review this document widely both within and outside
WS-I to get general agreement that the proper set of security
requirements is being addressed. The usage scenarios will also
serve the purpose of providing background to non-specialists on
the security objectives and mechanisms relevant to Web services.

The usage scenarios document was nearly complete at the time
of this writing. It will most likely be approved for release in early
February 2004. The document describes a series of Security
Challenges, which are essentially requirements to be achieved, a
set of Threats that might prevent the challenges from being met,
and the Security Mechanisms available at both the SOAP layer
(WSS) and the transport layer (SSL/TLS).

Finally, the document lists three scenarios, originally developed
by the WS-I Sample Applications Group: one-way, synchronous
request/response, and basic callback. These are extended to
include zero or more intermediaries in each case. Each is associat-
ed with a set of Security Challenges, which in turn are cross-refer-
enced to the Threats and Mechanisms. The result is a concise sum-
mary of the problem space and the solutions most likely to be used.

The other deliverable of the BSP is a profile of the WSS specifica-
tions as well as SSL/TLS. This work is not as far along, but so far it is
following the model of the WS-I Basic Profile — of which it is an exten-
sion — in defining constraints, reducing or eliminating options avail-
able in the profiled specifications. The first version of this document,
covering the initial three WSS specifications is due nine months after
they were first voted as OASIS Committee Drafts — June 2004.

Conclusion

In summary, considerable progress has been made in develop-
ing Web Services Security mechanisms, but we still have some way
to go before the work is complete. On the positive side:

* A number of products will provide interoperability and effective

security in simple, common situations in 2004.
e The WS-I BSP will provide useful guidance in applying them.
* Users will see benefits not available in SSL/TLS.

On the negative side:

» Complex scenarios will likely have security holes initially.

* Parts of Web services, such as intermediary behavior, are not yet
well enough understood to secure.

¢ Advanced features, such as policy discovery, will not be stan-
dardized for some time. &
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MALL is a procurement and collaborative com-

merce portal for the U.S. Department of

Defense and based on J2EE and Weblogic
Platform 8.1. One core component of EMALL is a rule
engine based on Weblogic Platform 8.1.

EMALL integrates with Web applications,
based on .NET and J2EE technology, through
which DOD personnel submit and track orders.
The rule engine validates these orders and sub-
mits requisitions to various defense suppliers. All
of these systems interoperate, using ebXML 2.0,
under stringent security requirements. In our
previous article (WLDJ, Vol. 3, issue 1), we dis-
cussed the overall EMALL architecture. In this
article, we will describe how we leveraged securi-
ty aspects of the BEA WebLogic Platform to
implement security solutions.

Security Requirements for EMALL

We will review and discuss some critical securi-
ty requirements and analyze the threats and risks
that this system must mitigate. EMALL handles
sensitive information. Only authorized personnel
with proper security privileges can perform tasks
such as browsing the catalogs of various suppli-
ers, reading the technical specifications of vari-
ous products, submitting orders, and tracking
order status. Accountability is also a critical
requirement for this system.

Let’s look at some of the important security
threats:

1. Man-in-middle attack: The EMALL system
spans a large geographic area, and several net-
works, including some public segments.

2. Message tampering: Attacker can try to modify
the content of a message.

3. Impersonation attack: The EMALL system
includes several business and government
entities. An attacker can try to impersonate a
legitimate entity.

4. Trojan horse: Several DOD personnel have
access to EMALL. There is a threat from one or
more individuals trying to compromise the
system.

BEA WEBLOGIC 8.1

5. Security breach at a subsystem: EMALL
includes several subsystems, some located at a
DOD supplier’s networks. There could be a
security breach at one such subsystem that
can affect the entire EMALL.

Design Goals
We identified the following design goals to mit-
igate these risk factors:

Data Encryption

All traffic between various entities must be
encrypted using strong encryption to prevent a
man-in-middle attack.

Two-Way Authentication

Each entity participating in EMALL must iden-
tify itself using a digital certificate. Each data-
exchange must enforce two-way-certificate verifi-
cation to prevent an impersonation attack.

Control the Role of Each Subsystem within EMALL

Each subsystem entity provides specific servic-
es to other entities, and can invoke specific ser-
vices from other entities. This would minimize
the risk in case one of the subsystems is compro-
mised

Access Control

Each subsystem would implement role-based
security for their internal users. These mecha-
nisms would be different for each subsystem.
The rule engine will receive the user ID infor-
mation within each message that it receives
from the external subsystem when it receives
requests. It will in turn propagate proper cre-
dentials to the subsystems when it invokes
services.

Digital Signatures
Each message will be digitally signed to pre-
vent unauthorized modification.

Audit Trails
Each message will be tracked using audit trails
to identify a security breach and improve
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accountability. These trails would include
the following information:

¢ Content of the message

¢ Digital signature of the message

e Timestamp

e User ID that initiated the message

Recipient must acknowledge each message.

BEA WebLogic Platform
Components

Figure 1 represents various parts of the
WebLogic Platform related to security infra-
structure.

HTTPS and SSL Features

Some important aspects of SSL support
provided by BEA WebLogic Server are rele-
vant to EMALL.

Strong Encryption

BEA WebLogic Server supports 1024-bit
certificates and 128-bit bulk data encryp-
tion.

Support for Asymmetric Key Cryptography:

WebLogic Server supports the RSA algo-
rithm, including support for digital signa-
tures.

Two-Way Certificate Verification

With this feature enabled, both the client
and BEA WebLogic Server must present SSL
certificates before a connection is established.
WebLogic Server checks the following before
establishing a connection:
* The certificate is issued by a trusted cer-

tifying authority
e The IP address/Host-Name in the certifi-
cate matches the client’s IP address

Weblogic Security Provider
Framework

BEA WebLogic Server supports J2EE
declarative security including features such
as user IDs, roles, access control lists, audit-
ing, security events, etc. To implementing

these features, WebLogic Server includes a

security framework that can be extended

using security provider modules. WebLogic

Server comes with out-of-box implementa-

tions of these modules. You can plug your

own custom implementations into the
framework. Some of the modules relevant
to EMALL include:

1. Authentication providers: Authenticate
users by verifying credentials supplied
by the user. This could be a user
ID/password, or could be certificate-
based.

2. WLSUser: Interface for the “Principal”
object that holds security information
representing a user.

3. Identity assertion providers: Can use
security tokens such as CSIv2, SAML,
Kerberos, and Microsoft Passport.

4. Principal validation providers: Handle
signing, encrypting, and verification of
security information across multiple
WebLogic domains. It prevents mali-
cious tampering of security information
during RMI calls between WebLogic
Servers.

5. Authorization providers: Enforce securi-

F roure 1

WebLogic Platform 8.1

EMALL Rules-Engine

WebLogic Integration Framework (Built using J2EE)
B2B features: ebXML, Trading Partner Configuration, Web-Services

J2EE Container: (JAAS, EIB, IMS API Support)

Authorization
Provider

Authentication
Provider

WebLogic Security Framework

Audit
Provider

Role-Mapping
Provider

HTTPS/SSL Features |

Security infrastructure

ty policies based on roles, user IDs,
groups, etc., for all resources within BEA
WebLogic Server.

6. Role-mapping providers: Allow dynamic
role association.

7. Auditing providers: Tracks security
events such as access to specific
resources. It can record information
such as user IDs, timestamps, creden-
tials provided, and resources accessed.
This information can be put into a
database or a file. It can also trigger
specific actions such as paging security
personnel in response to security
events.

Our planned architecture includes cus-
tom security provider modules to imple-
ment the following features of EMALL.

1. Create a custom implementation class
for WLSUser to propagate additional
information such as a user’s rank, securi-
ty-clearance level, digital signatures,
department etc.

2. Develop a custom authentication
provider that will interact with a central
security database and authenticate the
user. It will then extract all the necessary
information and instantiate the custom
WLSUser class.

3. Develop a custom identity-assertion
provider to implement single sign-on.

4. Develop a custom authorization
provider and custom role-mapping
provider to enforce access control for
secure information. This implementa-
tion will use the information (such as
rank, clearance level, etc.) stored in a
custom WLSUser implementation.

5. Implement a custom audit provider to
record activities. The information in the
custom WLSUser object will be tracked
in the audit trails.

This framework will be used by the rule
engine and all other J2EE applications
deployed on the BEA WebLogic Platform.

Until now we've discussed security fea-
tures from the core BEA WebLogic Server.
Now let’s discuss the B2B security features
provided by WebLogic Integration.

Using J2EE Declarative
Security Constraints

The “rule engine” application includes
several resources, such as URLs in Web
applications and EJB methods that need to
be protected by the Security Framework.
We will use the J2EE security constraints
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defined in web.xml and ejb-jar.xml files for
this purpose.

Trading Partner Configuration

BEA WebLogic Integration allows us to
manage the relationships with other busi-
ness entities by configuring trading part-
ners. Some of the important features used
in the EMALL security architecture
include:

1. Associating a digital certificate with a
trading partner. These certificates will be
used for encryption and signing of
ebXML messages.

2. Defining services offered by local and
remote trading partners.

3. Defining the protocol bindings for each
service profile. This includes business
protocol ebXML 1.0, ebXML 2.0, or
RossettaNet and Transport Protocol
(HTTP 1.0, HTTP 1.1 or HTTPS 1.1).

4. Specifying roles for each “conversation”
or Service invocation.

5. Easy-to-use, centralized admin console
interface for managing the trading part-
ner configuration.

Using these features, we can manage the
trading-partner configurations with all ven-
dors participating in EMALL from the
“Rule-Engine” application.

Implementation Notes

Several important points regarding
implementation of the rule engine should
be considered.

The ebXML participant process
(acceptCart.jpd) receives the “Shopping
Cart” document, which includes the user-
metadata along with the other parameters.
The code in this JPD file will extract this
information from the XML payload and
invoke a specific stateless EJB.

The BEA WebLogic Server Security frame-
work will invoke the custom authentication
provider, which instantiates a custom
object implementing the
weblogic.security.spi. WLSUser interface.
The actual implementation class for this
object also has additional fields to hold cus-
tom security data such as rank, digital sig-
natures, etc.

In the stateless EJB method, we obtain
the security context and the JAAS principal.
This object is actually the custom imple-
mentation WLSUser created by our authen-
tication provider. This object is cast to its
original type, and then the fields containing

- CaSesTuny

additional custom data are populated.

When the JPD code invokes other func-
tionality in the rule engine, these data fields
are checked by the role-mapping provider,
authorization provider, and so on.

When each protected resource is
accessed, the custom audit provider is
invoked by the WebLogic Security
Framework. This audit provider extracts
these data fields and logs them in the audit
repository.

Nonrepudiation
The following architecture features sup-
port nonrepudiation in EMALL:

1. Extensive audit trails: The custom audit
provider records critical information
including user-metadata, digital signa-
tures, timestamps, etc., in the audit trails.

2. ebXML supports digital signatures: Only
the entity that owns the private-key for
the digital certificate can sign the mes-
sages. This signature is irrefutable proof
that the message was sent by the proper
entity. In addition, once the message is
received, ebXML allows for acknowl-
edgement of the message, which is a
proof that the recipient entity received
the message. Together, these two (mes-
sage signature and acknowledgment) are
proof that the transaction is binding on
both parties.

Conclusion

The EMALL system has stringent security
requirements. Using the security features
provided by BEA WebLogic Platform 8.1, we
were able to develop an architecture frame-
work that meets these goals. The WebLogic
Security Provider Framework, support for
SSL, and use of ebXML are the most impor-
tant factors in our security architecture.
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ARCHITECT'S ANNEX

INTEGRATION AS THE

CRITICAL STEP

J

y previous article (WLDJ, Vol. 3, issue 2)
infroduced a “recipe” to modernize lega-
cy systems with the BEA Weblogic
Platform by using a step-by-step approach. In many

ways, that article introduced a “modernization

process”; in this one | will delve into the details of
cross-platform integration and architectural design. |
will also use the same recipe-based approach to illus-
trate how to build a scalable, robust, and maintain-
able modernized platform around Weblogic. In the
process | will present some fundamental J2EE patterns

that you will be able to reuse in your own design.

As I mentioned in my previous article, inte-
gration is a critical step in the entire process. Its
goal is to provide the bridge between the legacy
world and the WebLogic modernized platform.
In many ways, the legacy system can be seen as
aresource that we want to integrate with the
WebLogic Platform. One of the goals of the
modernization process is to shield the platform
as much as possible from the legacy system so
that the design of the modernized system can
evolve relatively independently of it. Let’s look at
the architectural best practices used for inte-
grating both platforms and implementing the
integration tier.

Design a Layered Architecture

A best practice is to build J2EE applications
using logical layers. In particular, higher-level
layers leverage the services of lower-level layers.
The idea of a layered architecture is to organize
the modernized platform according to generality.
The topmost layer, the most application specific

in a layered architecture, contains application

systems that can be considered as a coherent set

of use cases available to end users. The layer
directly under the application systems, the busi-
ness-specific layer, contains reusable compo-

nents specific to a business. For example, for a

financial institution this layer could contain

reusable components representing accounts,
customers, financial statements and reports, etc.

The application layer could then contain a

Portfolio management package that leverages

the underlying reusable financial components.

Finally, the layer under the business-specific

components consists of infrastructure compo-

nents such as logging frameworks and utility
classes. Some of the characteristics of a layered
architecture are:

¢ The topmost layer is the most application spe-
cific and the bottom one the most generic.

e Each layer exposes its services to the layer
directly on top through a set of interfaces and
facades. The opposite is not true; a top layer
does not expose its services to the underlying
one. However, components located “horizon-
tally” in the same layer can leverage each
other’s services and public interfaces.

¢ Layering addresses module dependencies and
therefore minimizes build and packaging time.

* Data is passed between layers by using
Transfer Objects (see “Implement Transfer
Objects”).

Layers should not be confused with tiers. A log-
ical layer might span one or several tiers.
Layering is really a logical way of organizing your
architecture and exposing service interfaces
through facades.

Figure 1, an example of a layered architecture,
illustrates the case of a banking system as a set of
package dependencies.
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Implement Transfer Objects

One of the first steps in designing the modernized platform is to
identify transfer objects. As you might recall from my last article,
the legacy system is most probably implemented by using a proce-
dural language such as COBOL. Therefore, one of our initial tasks
will be to encapsulate the legacy system in order to provide a Java
object view of it to the BEA WebLogic Platform. Data access objects
(see next section) will then encapsulate the legacy services and
transfer objects will be used to transfer multiple data elements
between the legacy system and the different tiers of the WebLogic
platform. So what is a transfer object precisely? Basically, a transfer
object is an instance of a plain Java class, used as a container for
data elements in order to optimize data transfer between tiers. It
must therefore be serializable and is passed by value to the client.
A transfer object usually simply provides getter and setter methods
to its members. For example, in a banking application we might
have transfer objects such as AccountTO, CustomerTO, and
CreditCardTO that contain relevant information about accounts,
customers, and credit cards. An important point to emphasize is
that transfer objects can be used effectively to build a domain
model of the legacy system in Java. It is therefore very useful to
spend some time identifying the legacy system’s business entities.
As a good rule of thumb you can map each identified entity in the
legacy system to a corresponding transfer object. It is also worth
mentioning that transfer objects are used in every tier of your
application, from the resource to the presentation tier. It is there-
fore very important to design and implement your transfer objects
in such a way that they are reusable and correspond to the busi-
ness domain as much as possible. Finally, transfer objects were
called value objects in the first edition of the book Core J2EE
Patterns. However, the term value object was misleading. It was
used well before the J2EE patterns group for “a small simple object,
like money or a date range, whose equality isn't based on identity.”
Also, transfer objects are equivalently called data transfer objects
but I have kept the J2EE patterns group terminology in this article
for the sake of clarity.

Implement Data Access Obijects
Data access objects (DAO) are used to completely encapsulate
the legacy system and provide a simple and uniform interface to it.

A DAO permits the following fundamental operations: create, read,

update, delete (CRUD), and find. The parameters passed to and

returned from DAOs are transfer objects. In our case the legacy sys-
tem will play the role of a data source and we will use DAOs to
retrieve or update data. Usually we will build one DAO per transfer
object. Let’s review the interface implemented by a DAO:

o create(aTransferObject: Transfer Object): PrimaryKey. The cre-
ate/insert method effectively creates a new business entity in
the legacy system and returns its primary key. For example, in a
banking system the create method could be used to open a new
account according to the information contained in the
AccountTO and return the account’s primary key, which should
also be a serializeable object.

* read(aPrimaryKey: PrimaryKey): Returns the transfer object
corresponding to the primary key.

* update(aTransferObject: TransferObject): Updates the legacy
business entity corresponding to this transfer object’s primary
key with the new data contained in it.

* delete(aPrimaryKey: PrimaryKey): Deletes the business entity

in the legacy system corresponding to this primary key.

* find(aQuery: QueryOperator): TransferObject[]: Returns all
business entities corresponding to the query operator as a list of
transfer objects.

Now that we have specified the DAO’s interface, how do we
implement it? As we will see, every method in the DAO’s interface
will usually correspond to one or several COBOL service programs
running on the legacy system. A COBOL Service Program (SP) can
be considered a special kind of COBOL module that can be
accessed from Java. For example, consider a banking system.
Figure 2 illustrates the relationship between a CreditCardTO trans-
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fer object and its CreditCardDAO DAO in a class diagram.

Listing 1 shows a possible implementation of the CreditCard-
DAO DAO using the Java Toolbox for the AS/400.Note that I have
shown only the reate method.

Note that the DAO pattern has the advantage of completely
shielding our components hosted on BEA WebLogic from the lega-
cy system. In other words, we can modify the data access logic dur-
ing the modernization effort and even completely replace it with
entity beans without breaking any of our components relying on
the DAOs. We could use a Factory method returning the appropri-
ate DAO implementation.

Finally, Figure 3 shows the interactions between a client such as
a session bean and a CreditCardDAO.

A Note about Distributed Transactions

The details of distributed transactions between WebLogic and
the legacy system are beyond the scope of this article. One of the
major difficulties is to achieve a rollback once a transaction has
been committed. In our case, the operations available on the lega-
cy system are exposed as COBOL SPs and a rollback is no longer
possible once an SP has been called. Also, the legacy system might
not provide any transactional services at all and can only be con-
sidered as a simple data source. We could, however, achieve the
same result as a rollback by doing a “compensating” data update.
This simulates the effect of a rollback on the legacy system by
doing, after an operation, a corresponding opposite operation in
order to restore the system in the same state prior to the initial
operation. Consider once again the legacy banking system:

* Begin transaction: T in the WebLogic business tier.

e Update operation: Withdraw amount A from customer account.
This actually corresponds to a COBOL SP call with an immedi-
ate commit on the legacy system.

e Commit: Perform commit operation in the WebLogic business tier.
The operation has already been performed in the legacy system.

* Rollback: For the legacy system, simulate a rollback by crediting
customer account with amount A.

Note that the Web Services Transaction specification takes exact-
ly the same approach for long-lived transactions or business activi-
ties. Finally, if we consider the most generic form of the operation,
where we have a mix of JTA resources and the nontransactional
legacy system, we could implement a compensating transaction as
illustrated in the following code snippet:

updateLegacyBankingSystem() ;
try {

UserTransaction.begin() ;

updateJTASupportedResourcel () ;
updateJTASupportedResource2 () ;
updateJTASupportedResource3 () ;

UserTransaction.commit () ;

}
catch (RollbackException ex) {
undoUpdateLegacyBankingSystem() ;

}
Implementing Use Cases

The modernization recipe introduced in the first article men-
tioned that use cases with added value should be identified and con-
sidered as the initial candidates for the modernization effort and re-
hosted on WebLogic. Another important task is to determine to
which layer of our architecture the use case belongs. For example, if
the identified use case can be reused by several different applica-
tions or other use cases, then it should be implemented in the busi-
ness-specific layer and exposed through a facade interface. However,
if the use case is very application specific, then it should be imple-
mented in the topmost application layer of our architecture.

Conclusion

In this article I have presented some of the essential patterns for
designing the modernized BEA WebLogic Platform’s architecture.
In order to integrate both legacy and modernized systems, I used
the transfer object and DAO patterns. Transfer objects have been
used as a basis for building a domain model of our legacy system
and transfer data between it and the modernized WebLogic plat-
form. The legacy system can also be completely encapsulated as a
data source by using the Data Access Object pattern. Usually we
will build one DAO per transfer object.

A layered architecture minimizes dependencies between compo-
nents of the modernized WebLogic platform and promotes greater
reuse. An important aspect of modernization is to identify value-
added use cases of the legacy system and reimplement them in one
of the layers of the modernized platform. If the use case is business
specific and can be leveraged by other use-case implementations,
then it should be located in the business-specific layer of our archi-
tecture and its interface exposed as a service facade. However, if the
use case is application specific it should be located at the topmost
application-specific layer of our architecture. Now that we have built
the integration infrastructure of our modernized platform, I will
show how to build the application- and business-specific layers of
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our architecture using BEA WebLogic Workshop in my next article.
will put all of the pieces of the puzzle together and modernize a
small banking system with the WebLogic Platform. We will also see
how WebLogic Workshop takes a RAD approach towards designing
the application.

Reference
¢ Fowler, Martin (2002). Patterns of Enterprise Application
Architecture. Addison-Wesley. &

Listing 1: CreditCardDAO DAO

public class CreditCardDAO implements DataAccessObject {

private String as400HostId = null;
private AS400 host;

CreditCardDAO(String as400HostId) f{
this.as400HostId = as400HostId;
this.host = new AS400(as400HostId) ;

}

public Object create(TransferObject to) throws DAOCreateException {
String primaryKey = "";
if (to instanceof CreditCardTO) {
CreditCardTO creditCardTO = (CreditCardTO)to;
ProgramCallDocument pcml;
// Return code for program call
boolean rc = false;
String msgId, msgText;
try {
pcml = new ProgramCallDocument (as400Host,
"CreditCardPCML") ;
peml. setValue ("CreditCard. cardNumber",
new Long (creditCardTO.getCardNumber ()) ;
rc = pcml.callProgram("CreateCreditCard") ;

if (rc == false) {
AS400Message[] msgs =
pcml.getMessagelist ("CreateCreditCard") ;

for (int m = 0; m < msgs.length; m++) {
msgId = msgs[m].getID();

msgText = msgs[m] .getText () ;

// Perform Logging.

}

throw new DAOCreateException() ;

}

else {
// Process the returned Data
primaryKey =
(String) pcml.getValue ("CreateCreditCard.primaryKey");

}

} catch (PcmlException e) {
throw new CreateDAOException();
}
} else {
throw new DAOCreateException();

}

return primaryKey;
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TRANSACTION MANAGEMENT

hatever your innermost feelings about

the < and > symbols, and however

fondly you remember debugging net-
work infrastructures with nothing more than a LAN
sniffer and an uncanny ability to interpret 4K blocks of
hex, it is fairly safe to say that Web services are here
to stay. With the industry-wide support for the concept,
and corresponding legions of emerging and released
standards, they aren’t going anywhere soon.

One raft of Web service standards that is cur-
rently a little closer to the dock than many is that
discussing the concept of cohesions, or business
transactions. On this raft float such passengers as
OASIS’ BTB, WS-Transaction, WS-Coordination,
and a few others, all of which are trying to
address the notion that multiple operations can
be conceptually related, even if all the operations
affect different back-end systems. Or to put it
another way; transactions.

Many people start to feel more than a little
queasy when they think of two-phase commits
flowing in glorious XML over an HTTP wire, and
perhaps this isn't unreasonable — none of these
elements is exactly synonymous with lightning
speed and efficiency in the millisecond order of
magnitude - but to have that thought and decide
transactional behavior and Web services don't
mix is to put the cart before the horse. The point
here isn't the fancy plumbing (let’s face it, from a
business perspective the point is seldom fancy
plumbing) but the value attached to the ability to
coordinate multiple independent applications in
such a way that their whole is greater than the
sum of their parts. After all, if a set of linked
applications is no more functional than all the

same applications standing alone, the whole
notion of Web services is starting to hemorrhage
credibility faster than a steam-powered rocket
booster in the space shuttle.

It is only a short leap from saying we need to link
applications together — which Web services does,
implicitly - to saying that from a business perspec-
tive we need to know how much of some compos-
ite transaction has completed (and in the limit, that
we can not only say “do it!” but “undo it!” to our
composite system, with some expectation that the
“it” that we do and undo is a meaningful business
operation with some level of assurance about all-
or-nothing results, and all that other good stuff that
transactions have given us for so long).

How to Design for the
Web Service World

So, given that you're about to design a new
application (a rare luxury in this day and age, I
confess) what should you do to make sure it will
play nicely in the world of Web services (and thus
guarantee that it has the respectable shelf life of a
useful system rather than being just another here
today, gone tomorrow mirage). Much has been
written about putting Web service interfaces onto
systems that are coarse-grained, loosely coupled,
and asynchronous. Some systems have even been
engineered in ways that conform to the spirit of
these commandments, rather than just some
skewed version of the letter, but not much men-
tion has been made of transactional semantics. No
doubt this is in large part due to the relative imma-
turity of industry standards in this area. But just
because an implementation of a standard isn’'t out
there doesn’'t mean that there aren't a set of “right
things” to do when thinking about possible future
participation in a transactional context for your
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application. After all, loose coupling and the
other mantras aren't exactly standards them-
selves, just best practice aspirations.

To try and arrive at another mantra, let us
think about an architecture use case where
some notion of transactions might be use-
ful. Let’s take an imaginary banking system.
Someone hits the bank Web site, registers,
and requests that an account be set up.
Now, cards need to be produced, dis-
patched, received, and acknowledged; wel-
come packs need to be sent; security cre-
dentials need to be gathered; local branches
need to be notified; and so on and so on. It
is simple to imagine that all the systems
responsible for these piece parts of the sin-
gle business transaction “create new
account” are independent. It is also clear
that there is a complex web of relationships
between them — when is the account con-
sidered to be created? When the card is
acknowledged, when it’s dispatched, when a
credit check succeeds? The answer depends
on the business rules. And let’s think about
the process of closing an account. The
action we will need to take in this event will
depend on what we have done to set it up —
maybe we just failed a credit check and
nothing else happened. Maybe we issued
the cards, so we need to stop them,
maybe... I could go on, but I might get a

cramp in my typing fingers. All of this detail
underlies the simple business transaction
“close account.”

What we are beginning to see is that each
component of an aggregate system has
some set of states in its life cycle — at its sim-
plest, nonexistent, pending, active — and the
composite system has a set of states that is
some matrix multiplication of all the com-
ponents’ possible states. This complexity
starts to explain why it’s so easy to design
and implement a “new account” process
flow with a tool like BEA WebLogic
Integration, but so complex to build all the
correct exception-handling logic.

In essence, all the emerging choreography
standards aim to do for this complexity
what the transaction manager did for the
complexity of applications that need to

access multiple resources, each of which
might fail. And like the transaction manager,
implementations of the standards — as they
become available - will need a set of hooks
into the applications they are coordinating
to allow them to move the composite appli-
cation between business-meaningful states.

Yes, No, and Maybe

At a minimum, I would propose that a best
practice would be to design all systems to
have their operations come in threes —
doltTentatively, dolt, and undolt. And associ-
ate an externally supplied identifier of some
sort with the tentative actions. That way, the
composite system can put its toe into your
application’s water by creating a pending
account (or whatever) and then allow it to be
activated at some later time when the rest of
the world (that loose coupling states you
should not know or care about) decides that
all is well (or deleted, if everything turned to
dust for reasons outside your control). This
clearly implies that you need to think
through the semantics of pending operations
from a business perspective too, which can
only aid robustness.

Let’s face it, with service-oriented archi-
tecture we're building communities of com-
ponents, not monolithic applications.
Systems architects these days are nearly as

likely as computers themselves to think in
binary. Try to imagine a human society
where everything had an instant yes or no
answer; how would negotiations happen?
How many times a day do you use maybes
to soften the yeses and nos that you know,
ultimately, you will need to settle on when
dealing with groups of people? We are build-
ing components that will interoperate like a
society — they will increasingly need this
kind of interface subtlety.

I claim that if you build in this kind of pat-
tern you have a flying chance of integrating
your services with others, whatever the even-
tual choreography standard that emerges
says. In the meantime, writing compensating
transactions using a process engine becomes
much easier, so the pragmatists and the
crystal ball gazers will all be happy. &
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USING JAVA THREAD DUMPS TO ASSESS

THE PROBLEM

J

his article discusses troubleshooting tech-
niques for Java applications by analyzing Java
thread dumps. We can use thread dumps to
analyze situations like application hang, poor applica-
tion response times, and application crash. Before get-
ting into the details of analyzing the thread dumps, let's

look briefly at the thread dump itself.

A Java thread dump is a snapshot of all the Java
threads in a running Java application. It shows
information like the current stack trace, state,
and name of the threads. The list of threads
includes the threads created by the JVM itself (to
do housekeeping work like garbage collection,
signal handling, etc.) and the threads created by
the application.

You can get a thread dump by sending a
SIGQUIT signal to the JVM. In case of Unix oper-
ating systems (Solaris/Linux/HP-Unix etc), this
can be done by the “kill -3 <pid>” command. In
the case of Windows, you can do a “ctrl-break” in
the command window to get the thread dump.
The thread dump is printed to the stdout or stderr
of the JVM. The application will continue running
normally after printing the dump. When you send
the SIGQUIT signal to the JVM, the signal handler
of the JVM responds to this signal by printing the
thread dump. You can take thread dumps at any
point while the application is running.

A Sample Thread Dump
Listing 1 is a sample thread dump from a single-
threaded application that is using the Sun JVM

1.4.1. The thread named “main” is the main appli-
cation thread. All other threads are created by the
JVM to do housekeeping work. While analyzing
application-level problems, we generally focus
only on the application threads. Let’s analyze the
stack trace of the “main” thread from Listing 1

"main" prio=5 tid=0x002358B8 nid=0x7f8 runnable
[6£000..6fc40]
at test.methodl (test.java:10)

at test.main(test.java:5)

From this code snippet you can see that a thread
stack trace has a name, thread priority (prio=5),
state (runnable), source code line numbers, and
the method calls. You can conclude from this stack
trace that the thread “main” is executing some code
in the method “method1” of class “test”. The call to
this method came from the method “main” of the
same class. You can also see the exact source code
line numbers in those methods.

Before moving on to analyzing thread dumps
from more complex scenarios, let’s discuss the
different state of threads that we normally see in
the thread dumps and what they mean.

* Runnable: Either running or ready to run
when it gets its CPU turn. JRockit thread
dumps refer to this state as ACTIVE.

e Waiting on monitor: Either sleeping or wait-
ing on an object for said period of time or
waiting to be notified by another thread. This
will happen when any of the sleep() methods
on Thread object or wait() method on an
Object is called.

For example, in BEA WebLogic Server the
idle execute threads are in this condition and
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they wait until a socket reader thread notifies them of some new
work to be done. The stack trace will look like this:

"ExecuteThread: '2' for queue: 'weblogic.admin.RMI'" daemon prio=5
ti1d=0x1752F040 nid=0x180c in Object.wait() [1887£000..1887£fdsc]

at java.lang.Object.wait (Native Method)

waiting on <04134D98> (a weblogic.kernel.ExecuteThread)

at java.lang.Object.wait (Object.java:426)

Some other versions of the JVM call this state CW. JRockit and
refers to this state as WAITING.

e Waiting for monitor entry: Waiting to lock an object (some
other thread may be holding the lock). This happens if two or
more threads try to execute some synchronized code
blocks/methods of an object at the same time. Please note that
the lock is always for an object and not for individual methods.
That is, if a thread has to execute a synchronized method of an
object, it has to first lock that object.

The following is a sample stack trace of a thread in this condi-
tion:

"ExecuteThread:
tid=0x5541b0 nid=0x3b waiting for monitor entry [49b7£000..49b7fc24]
at

124" for queue: 'DisplayExecuteQueue'" daemon prio=5

weblogic.cluster.replication.ReplicationManager.createSecondary (Replication
Manager.java:908)

- waiting to lock <6c4b9130> (a java.lang.Object)

at
weblogic.cluster.replication.ReplicationManager.updateSecondary (Replication

Manager.java:715)

In this snippet you can see that this thread holds the lock on an
object (6c408700) and is waiting to lock another object (6c4b9130).

Some other version of a JVM may not give the object IDs lock infor-
mation in the stack trace. In those cases, we can guess that the thread is
waiting to lock the object from the state of the thread. The same state
may also be called as “MW”. JRockit refers to this state as LOCKED.

Now, let’s see some thread dumps from different scenarios and
analyze them to find the problem in the application.

Thread Dump from a Deadlocked Application

In Listing 2 (only part of the thread dump is shown), you can see that
the JVM has found the deadlock and it has given that information
along with the thread dump. It clearly says that the “ExecuteThread:
‘47 for queue: ‘default’” is waiting to lock an object that has been
locked by “ExecuteThread: ‘57’ for queue: ‘default””. (This thread dump
is from a WebLogic Server. These threads are WebLogic Server’s worker
threads, which process the client requests.) At the same time,
ExecuteThread: ‘47’ has locked an object for which ExecuteThread: ‘57’
is waiting. This is a deadlock. Both the threads will never move from
this state, waiting for the other thread to release the lock.

In Listing 2, Execute thread: 1 is waiting to lock the “Connec-
tionScavanger” object, but this has been locked by thread 47,
which is in a deadlock with thread 57 as mentioned before.
Therefore, Execute thread: 1 also won’'t move further. This will
eventually result in a hang because the other execute threads in the
server will also try to get the lock for the same objects locked by
Execute thread: 47 and 57 at some later time.

In some JVMs, the JVM will not give the deadlock information. It
will just give the thread dump. In that case, we can arrive at this
same conclusion by looking at the state and stack trace of the
threads.

In this case the problem was due to a bug in WebLogic that was
later fixed.

Other Hang Scenarios
In some scenarios, you may see that most of the threads are
“runnable” but the server may appear hung and won't respond to
client requests. If the threads are doing IO, they may be blocked in
read() - the state will be “runnable” (database or some other net-
work response may be poor). If this is the case, you need to check
the health of the database and network.
Other reasons for a “runnable” thread to be stuck at the same
place could be:
¢ An infinite looping in the code. This may also lead to high CPU
usage.
¢ JVM garbage collection may be running for a long time, taking
most of the CPU.
e The JVM process might have run out of file descriptors.

If the application code calls wait() or sleep(), the threads won't
move for the specified sleep time - the state of the threads in this
case will be “Waiting on Monitor”. In this scenario, check the appli-
cation code.

A lot of contention for a single object may also slow down the
performance of the system, which may eventually lead to a hang-
like situation. In this scenario, the state of most of the threads is
“Waiting for monitor entry”. The application code needs to be
investigated to reduce the contention on that particular object.
The threads may also be waiting to get a response from another
server and the other server may be hung for a different reason and
it may not be able to send the response to this server.

In all of the above scenarios, it is also required that you take
multiple thread dumps with a few seconds interval so that you can
compare the state of a particular thread in all the thread dumps
and you can decide whether the thread is moving or stuck.

JVM Crash Scenarios
A JVM crash can happen due to:
1. Bugs in the JVM library
2. Incorrect use of JNI APIs by the application
3. Bugs in the native modules used by the application — native
database drivers, etc.

Normally, when the JVM crashes it gives the stack trace of the Java
thread that caused the crash. Some JVMs give a complete thread
dump (stack trace of all the threads) before exiting. Our interest in
those thread dumps is to find which thread was running when the
crash happened. This thread is called as a “current thread”. If the
JVM gives a complete thread dump, it marks the “current thread”.
Therefore, generally it’s easy to find the thread that caused the crash.

Note that the crash dump usually goes to stdout/stderr. The JVM
may also generate a core file, which will be in binary format.

Sample Crash Dump
If you look at the crash dump in Listing 3 you can see that the
thread that caused the crash has the following stack trace:
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Current Java thread:

at com.aaa.bbb.ggqg.Direct.setString(Native Method)
at com.aaa.bbb.qqq.PreparedStatement.setString (PreparedStatement.java:51)
- locked <0x45029c60> (a com.aaa.bbb.qgqq.PreparedStatement)

The last method executed (setString) was a “native method” in
the class “com.aaa.bbb.qqq.Direct”. Therefore, we can guess that
this crash is due to the native code in the implementation of the
setString method. It could also be due to the JVM library code that
has the implementation for the JNT AP

You can also see that the JVM gave the following in the dump:

Unexpected Signal : 11 occurred at PC=0x403AC9D1

Function=(null)+0x403ACID1
Library=/opt/sunjdk/1.4.1_01-b01/jre/1lib/i386/client/libjvm.so

Listing 1: Sample thread dump

Full thread dump Java HotSpot(TM) Client VM (1.4.1 _02-ea-b01 mixed mode)

"Signal Dispatcher" daemon prio=10 tid=0x008F91D8 nid=0xb20 waiting on
condition

"Finalizer" daemon prio=9 tid=0x008F77E8 nid=0x1800 in Object.wait ()
"Reference Handler" daemon prio=10 tid=0x008F6360 nid=0xecc in
Object.wait ()

"main" prio=5 tid=0x002358B8 nid=0x7f8 runnable [6£000..6fc40
at test.methodl (test.java:10)
at test.main(test.java:5)

"VM Thread" prio=5 tid=0x008F5128 nid=0xa60 runnable

"VM Periodic Task Thread" prio=10 tid=0x0023FD68 nid=0xb58 waiting on
condition

"Suspend Checker Thread" prio=10 tid=0x008F8808 nid=0x0b94 runnable

Listing 2: Java-level deadlock
"ExecuteThread: 'l' for queue: 'default'" daemon prio=1 tid=0x6da4b380
nid=0x1667 waiting for monitor entry

at
weblogic.iiop.ConnectionManager$ConnectionScavenger.watch (ConnectionManage
r.java:390)

FOUND A JAVA LEVEL DEADLOCK:
"ExecuteThread: '47' for queue: 'default'":

waiting to lock monitor 0x808645c (object 0x43falfd0, a weblogic.sock-
et .PosixSocketMuxer$FDRecord) ,

which is locked by "ExecuteThread: '57' for queue: 'default'"
"ExecuteThread: '57' for queue: 'default'":

waiting to lock monitor 0x80863b4 (object 0x6c84£f40, a
java.lang.Class),

which is locked by "ExecuteThread: '47' for queue: 'default'"

JAVA STACK INFORMATION FOR THREADS LISTED ABOVE:

Java Stack for "ExecuteThread: '47' for queue: 'default'":

at
weblogic. socket . PosixSocketMuxer.cleanup (PosixSocketMuxer.java:438)
at
weblogic.iiop.MuxableSocketIIOP.close (MuxableSocketIIOP.java:474)
at
weblogic.iiop.ConnectionManager.closeConnection (ConnectionManager.java:318
)
at

# HotSpot Virtual Machine Error : 11
# Error ID : 4F530E43505002E6
# Please report this error at

# http://java.sun.com/cgi-bin/bugreport.cgi

This means that the code that caused the crash
(PC=0x403AC9D1) is part of the JVM library: “/opt/sun-
jdk/1.4.1_01-b01/jre/lib/i386/client/libjvm.so”. This doesn't mean
that this is necessarily a JVM bug. Even though the instruction that
caused the crash is in the JVM code, the crash could be due to a JNI
call made by the application code (in this case, the implementation
of the native method “setString”) that could have passed some
incorrect arguments, which caused the crash in the JVM module.

If you don't have the “current thread” info in the dump, then we need
to analyze core dumps. This is out of the scope of this document. &

weblogic.iiop.ConnectionManager.access$l (ConnectionManager.java:301)
at weblogic.iiop.ConnectionManager$ConnectionScavenger.trig-
ger (ConnectionManager.java:380)

Java Stack for "ExecuteThread: '57' for queue: 'default'":

at
weblogic.iiop.EndPointManager.findOrCreateEndPoint (EndPointManager.java:42
)
at
weblogic.iiop.ConnectionManager.dispatch (ConnectionManager.java:246)
at
weblogic.iiop.MuxableSocketIIOP.dispatch (MuxableSocketIIOP.java:507)
at
weblogic.socket . PosixSocketMuxer.deliverGoodNews (PosixSocketMuxer.java:738

)

Found 1 deadlock.

Listing 3: Sample crash dump

Unexpected Signal : 11 occurred at PC=0x403AC9D1
Function=(null)+0x403AC9D1
Library=/opt/sunjdk/1.4.1_01-b01/jre/lib/i386/client/libjvm.so

Current Java thread:

at com.aaa.bbb.qqq.Direct.setString(Native Method)

at com.aaa.bbb.qqq.PreparedStatement .setString (PreparedStatement.java:51)
- locked <0x45029c60> (a com.aaa.bbb.qqq.PreparedStatement)

at com.mmm.bbb.dao.jdbc.Request . executeUpdate (RequestDAO. java:11)

Dynamic libraries:
40186000-4018b000 rw-p 00132000 08:01 1235494 /1lib/i686/1ibc-2.2.4.s0
4018£000-404a7000 r-xp 00000000 08:01 1544743 /opt/sunjdk/1.4.1 01-
b01/jre/1ib/1386/client/1libjvm.so
404a7000-4065b000 rw-p 00317000 08:01 1544743 /opt/sunjdk/1.4.1 01-
b01/jre/1ib/1386/client/1libjvm.so
4066b000-4067€000 r-xp 00000000 08:01 65081 /lib/libnsl-2.2.4.s0
4067e000-4067£000 rw-p 00012000 08:01 65081 /lib/libnsl-2.2.4.s0

# HotSpot Virtual Machine Error : 11

# Error ID : 4F530E43505002E6

# Please report this error at

# http://java.sun.com/cgi-bin/bugreport .cgi

#

# Java VM: Java HotSpot (TM) Client VM (1.4.1 01-b0l mixed mode)
#
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Norvergence Standardizes on BEA
WebLogic Platform 8.1

(San Jose, CA) — BEA Systems,
Inc., the world’s leading appli-
cation infrastructure software
company, has announced that
Norvergence, a provider of
telecommunications services
for growing companies, has
adopted BEA oo,
WebLogic ’-' ; i
Platform8.1as | %, hea
its standard for

enterprise application develop-
ment, deployment, and integra-
tion.

Norvergence is a $200 million
business equipment and sys-
tems engineering company that
provides “next-generation”
communications equipment
designed to help businesses
reduce the cost of voice and
data services by as much as
60%. The company is using the
BEA WebLogic Platform to sim-

plify and accelerate the rollout
of essential applications.
Norvergence also uses the busi-
ness process management
capabilities in WebLogic
Integration that are designed to
automate many workflows and
increase organizational produc-
tivity. www.bea.com,
www.norvergence.com

BEA Helps NASA Seck Water,
Perhaps Life, on Mars

(San Jose, CA) —The BEA
WebLogic Enterprise Platform
is delivering information to
NASA scientists around the
world about whether water,
and perhaps life, once existed
on Mars. Scientists at the Jet
Propulsion Laboratory, and
other NASA facilities and uni-
versities, are actively studying
data beamed by the two Mars
Exploration rovers from the

planet’s surface. This data trav-
els over NASA’'s Deep Space
Network, an international net-
work of antennae located in
Australia, Spain, and the U.S,, is
processed by ground-based
software and then
stored on file
servers at JPL. The
processed data is
available to scien-
tists and
researchers over
the Internet
through a middle-
ware layer pow-
ered by BEA
WebLogic Server.
It also provides event and per-
sonnel schedules and the cur-
rent time in various Earth and
Mars time zones, while the
message service enables mis-
sion managers to broadcast
messages. www.bea.com,

www.nasa.gov

BEA Announces Expanded Offerings
to Support Growing Linux Demand
(New York City) - BEA Systems
has announced a new partner-
ship and expanded products,
services, and programs for
Linux. Technologies like BEA
WebLogic JRockit 1.4.2 and
partnerships with SuSE LINUX
can help BEA support cus-
tomers building infrastructures
based on the Linux platform.
Later this
v, B
WebLogic Enterprise Security is
scheduled to support Red Hat
Linux Advanced Server 2.1.

BEA has also strengthened its
ties with SuSE LINUX, a prod-
uct unit of Novell and HP. SuSE
LINUX has agreed to codevelop
Linux solutions and bundle
BEA WebLogic JRockit as part of
its product offering.
http://dev2dev.bea.com/sub-
scriptions/index.jsp

Quest Software Releases Comercial
Java Performance Tool
(Irvine, CA) — Quest Software,

Inc., a provider of application
management solutions, has
announced that its Quest
JProbe performance tuning
suite now supports 64-bit
Windows and Linux Java envi-
ronments. The first and only
commercial toolset for 64-bit
Java, Quest JProbe enables
developers to analyze Java code
running on 64-bit Java Virtual
Machines (JVMs) on Intel
Itanium 2-based operating sys-
tems including Microsoft
Windows and Red Hat Linux.
New 64-bit architectures
enable Java applications to
access larger data sets and
improve scalability. Quest JProbe
is a complete performance tun-
ing toolkit for Java code.
Graphically depicting everything
from memory usage to calling
relationships, Quest JProbe helps
developers understand precisely

QUEST
SOFTWARE

what is causing problems in Java
applications — right down to the
offending line of source code.

Quest JProbe for 64-bit Java
platforms is available now with
pricing starting at $2,000.
www.quest.com/solutions/java

j2ee.asp

New Study Finds Advantages for
Integrated Platform Suite

(San Jose, CA) — BEA Systems,
has announced the findings of
a study that demonstrates
potential for enterprise-wide
cost savings by leveraging an
integrated application platform
suite (APS). The study, based on
a detailed analysis of projects
and data from systems integra-
tors and Fortune 500 enterpris-
es, highlights significant time-
to-market and cost advantages
- 22% faster, 25% less cost and
assets — for IT initiatives imple-
mented on an integrated plat-
form when compared to proj-
ects implemented on a non-
integrated platform.

This study compares the
time-to-market and skills
required for applications devel-
opment, integration, deploy-
ment, and maintenance on an
integrated versus non-integrat-
ed platform. It found that an
integrated platform leads to
savings during every phase of
the application life cycle, from
design to post-deployment
operations. www.bea.com

E*TRADE Japan Builds Linux-Based
Trading System
(San Jose, CA) - EXTRADE
Japan, a wholly owned invest-
ment of Softbank Investment
Corp., has selected BEA
WebLogic Server and BEA
WebLogic JRockit for its Linux-
based online trading system.
The new online securities trad-
ing system is one of the first to
adopt a Linux and Intel-based
architecture.

E*TRADE Japan deployed an
IA server, Linux OS, and Red
Hat Advanced Server to its
online trading system in order
to improve site performance
and online response times,
enhance customer satisfaction,

E fTRADE
P A N

o !

and lower the total cost of own-
ership of the system. To maxi-
mize application performance
and transaction processing of
the new Linux-based online
trading system, E*TRADE Japan
deployed BEA WebLogic Server
and BEA WebLogic JRockit. The
system, developed by BEA part-
ners Nomura Research Institute,
Ltd., Hitachi Ltd., and Hitachi
Software Engineering Co., Ltd.,
is nearly 10 times more cost-
effective. In addition, perform-
ance and transaction process-
ing has nearly doubled, and
hardware and maintenance
costs were reduced by 20%.
www.bea.com,

www.etrade.ne.jp &

PAGE 50

WehlLogicDevelopersiournal.com

M A RCH 2 00 4



Post-launch is NOT the time to be verifying web applications.

The wild blue yonder of operational monitoring and management is extremely unforgiving.
Which means that going live with the monitoring software you used in development is a great way
to go dead—quickly! You simply can't support operations if your staff is drowning in details provided
by development profiling tools and debuggers. Let NetlQ cover your apps...with AppManager.

AppManager—the industry’s easiest-to-use Systems Management suite—is a proven management
system for monitoring J2EE application servers, databases, operating systems and even end-user
response time. NetlQ's AppManager monitors ALL application components—not just your server.
NetlQ. Nobody does UNIX better. Nobody.

Visit us at www.netiq.com/solutions/web to learn how we can help you address the challenges
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® \Work Smarter,

of your operational monitoring and management.
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Bridging the Enterprise Computing Gap Since 1979

Keep the little problems
from turning into big ones

but that little drip can turn
into a big deal if it's left unattended. Performance problems with your Web
applications work the same way.

Hung threads, memory leaks, and faulty network connections can cause
your application to perform poorly or even fail when it matters most -
in production. Customers click away and profits plummet. But how do you
find the problems if you don't even know they are there?

DiagnoSys is a complete software solution that allows you to analyze the
performance of your Web applications through all phases of the life cycle.
With true statistical correlation, in-depth analysis, and root cause
identification, it helps your teams work together to find problems while they
are still little.

The end result? With DiagnoSys, you build vital applications that optimize
uptime and keep the bottom line healthy. No problem.
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